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Abstract

The increasing popularity of the Internet stimulates an explosive
growth of the data transmitted on the Internet as well as the dra-
matic increase of the transmission speeds. As a result, the TCP/IP
processing has become a bottleneck. Traditional software-based
TCP/IP processing on general-purpose processors (GPPs) is no
longer able to keep pace with network wire speeds. Consequently,
there is an urgent need to design performance-critical TCP/IP
functions as special functional units to accelerate the process-
ing speeds and to offload the processing tasks from GPPs. Such
functional units performing micro-level functions can be imple-
mented on field-programmable gate arrays (FPGAs). FPGAs as
programmable hardware devices are particularly suitable to en-
compass both high processing speeds and flexibility to meet the
quickly changing Internet. In this thesis, an in-depth survey of
the micro-level TCP/IP functions is first carried out and subse-
quently, some typical network services built upon these micro-level
functions are identified. Based on profiling results, two micro-
level functions, namely checksum and cyclic redundancy check
(CRC), are selected as computational intensive functions to be
implemented in FPGAs. In addition, the table lookup, which is a

critical factor for the network address translation (NAT) service is implemented. The checksum calcu-
lation is implemented based on 16-bit one’s complement adders. The 32-bit parallel calculation of CRC
is implemented based on the Linear Feedback Shift Registers (LFSRs). An important contribution is a
novel CRC update scheme to further improve the performance of CRC calculation. The novel scheme is
based on the observation that only a small portion of the forwarded packet residing in the beginning of
the frame is changed and the remaining frame is unchanged. Therefore, the CRC update only calculates
the changed part, and afterwards, performs a single step update to obtain the new CRC code. Accord-
ingly, the number of cycles required to calculate the CRC code is dramatically reduced and the frame
transmission throughput can be improved. Finally, the implementation of NAT table lookup using block
SelectRAMs as Content Addressable Memories (CAMs) on Xilinx FPGAs is described.
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Abstract

he increasing popularity of the Internet stimulates an explosive growth of the data transmit-

ted on the Internet as well as the dramatic increase of the transmission speeds. As a result,

the TCP/IP processing has become a bottleneck. Traditional software-based TCP/IP pro-
cessing on general-purpose processors (GPPs) is no longer able to keep pace with network wire
speeds. Consequently, there is an urgent need to design performance-critical TCP/IP functions
as special functional units to accelerate the processing speeds and to offload the processing tasks
from GPPs. Such functional units performing micro-level functions can be implemented on field-
programmable gate arrays (FPGAs). FPGAs as programmable hardware devices are particularly
suitable to encompass both high processing speeds and flexibility to meet the quickly changing
Internet. In this thesis, an in-depth survey of the micro-level TCP/IP functions is first carried
out and subsequently, some typical network services built upon these micro-level functions are
identified. Based on profiling results, two micro-level functions, namely checksum and cyclic
redundancy check (CRC), are selected as computational intensive functions to be implemented
in FPGAs. In addition, the table lookup, which is a critical factor for the network address trans-
lation (NAT) service is implemented. The checksum calculation is implemented based on 16-bit
one’s complement adders. The 32-bit parallel calculation of CRC is implemented based on the
Linear Feedback Shift Registers (LFSRs). An important contribution is a novel CRC update
scheme to further improve the performance of CRC calculation. The novel scheme is based on
the observation that only a small portion of the forwarded packet residing in the beginning of
the frame is changed and the remaining frame is unchanged. Therefore, the CRC update only
calculates the changed part, and afterwards, performs a single step update to obtain the new
CRC code. Accordingly, the number of cycles required to calculate the CRC code is dramatically
reduced and the frame transmission throughput can be improved. Finally, the implementation of
NAT table lookup using block SelectRAMs as Content Addressable Memories (CAMs) on Xilinx
FPGAs is described.
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Introduction

owadays, with the increasing popularity of the Internet, users demand massive
N bandwidth to transmit increasingly more data and to provide advanced services

with high quality. At the same time, the wide deployment of optical fibers enables
data transmission at wire speeds. As the transmission speeds are reaching 10 Gbps
(0OC-192) and heading towards 40 Gbps (OC-768), the bottleneck for the high speed
transmissions has become the network data processing speed. Special instances for the
network processing tasks are the processing functions in the TCP/IP domain. TCP/IP
functions are generally referred to as the data processing functions existing in the lower
four layers of the TCP/IP model. They are working together to guarantee robust and
effective data communications over the Internet. Traditionally, most of the TCP/IP
processing functions are performed by software running on general-purpose processors
(GPPs). As the network speeds increased drastically, GPPs become burdened with the
large amount of TCP/IP processing. Moreover, the processing speeds of some of these
functions, especially those computational intensive functions or those functions with
high processing overheads, has lagged behind the network speeds. Accordingly, there is
an urgent need to identify those performance-critical TCP/IP functions and accelerate
them in order to keep pace with the transmission speeds. A challenge in designing
the TCP/IP functions is that the demand for advanced services requires the network
devices to support a wide range of applications and protocols, however, these applications
and protocols are constantly evolving.  Therefore, the designed TCP/IP functions
must be flexible and adaptable to possible changes. Several mew design techniques are
developed that may facilitate the TCP/IP processing, one of which is the utilization
of field-programmable gate arrays (FPGAs) in building TCP/IP processing functions.
FPGAs can provide high processing speed as well as meet the challenge that to be flexible
to possible changes for its gate level reconfigurability. In this thesis, we categorize the
TCP/IP processing functions, and implement them in FPGAs.

This chapter is organized as follows. Section 1.1 presents a brief introduction to
the Internet. Section 1.2 discusses the emerging challenges posed by the modern Inter-
net. Section 1.3 poses the research questions and addresses the methodology followed in
designing TCP/IP functions. Section 1.4 concludes this chapter with an overview of the
thesis.

1.1 The Internet

The Internet has dramatically changed our daily lives in many aspects. We exchange
emails to communicate with our friends and colleagues, read the latest news, and search
useful information on the Internet. Furthermore, we can make telephone calls, watch
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Connecting
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Figure 1.1: A generalized view of a part of the Internet[9]

TV programs or movies, pay bills through the Internet. The Internet brings people, who
are geographically apart, closer and enhances our lives.

The Internet is a collection of thousands of networks connected by a common set
of protocols which enable communication or/and allow the use of the services located
on any of the other networks[16]. Figure 1.1 depicts a generalized view of a part of
the Internet. The clouds represent networks and the square boxes denote connecting
devices such as switches and routers. The common set of protocols running on these
networks is referred to as the TCP /IP protocol suite, which is discussed in more detail
in Section 2.1. These networks are connected and thus can communicate with each other
on the Internet. Figure 1.2 demonstrates an example of data communication through the
Internet. Each computer on the Internet must have a unique IP address to communicate
with other computers. When one computer (called source) in network A wants to connect
to another computer (called destination) in network B through the Internet, the source
computer will send out the data in the form of packet. The packet mainly contains the
destination IP address (D), the source IP address (S), the data that the source want to
send (Data), and some control information to insure successful communication (omitted
in the figure). After being generated and sent by the source computer, the packet will
be forwarded by interconnecting devices using its destination address, and finally reach
the destination computer. The destination computer will reply to the source according
to the its request. Subsequently, the communication between these two computers thus
have been established. The Internet services are built upon millions of communications
like this.

1.2 Challenges

The drastic growth of the Internet causes an increased demand for network speeds that
has been largely solved by optical networks. This is explained in the following. On
one hand, with the popularity of the Internet, people demand advanced services such as
multimedia delivery, voice over IP, quality of service and etc., which invoke an explosive
increase of the data transmitted on the Internet. Adequate network bandwidths are
required to guarantee the high quality of transmissions. On the other hand, the wide
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Figure 1.2: Data communication on the Internet

deployment of optical fibers over the Internet provides sufficient bandwidth for trans-
missions. Recently, the network transmission speeds are reaching 10 Gbps (OC-192) and
heading towards 40 Gbps (OC-768). However, the bottleneck of the network speed has
shifted to the network processing, especially the data processing within TCP /IP domain.
Traditionally, the TCP/IP processing tasks were performed by software running on the
general-purpose processors. As the speed of network interface reaches 10 Gbps, the pro-
cessing speed of the general-purpose processor will no longer keep pace with the wire
speeds and become the bottleneck. For instance, a 20 GHz general purpose processor
running at full utilization would be needed to drive a 10 Gbps Ethernet network link[4].
This processing speed obviously cannot be achieved within a few years with the current
growth trend of general-purpose processors. The situation can be best interpreted by
the chart in Figure 1.3. The development speed of network transmission rates dramati-
cally outpaces the development speed of the general-purpose processors. Moreover, the
processing speeds of those computational intensive functions or functions with high pro-
cessing overheads may lag behind the network speeds. Therefore, there is an urgent need
to design these TCP/IP functions in special functional units to accelerate the processing
speeds. This allows the general-purpose processors to focus on the control and manage-
ment tasks and the tasks running on the application layer. Furthermore, the demand for
advanced services and high performance transmission promotes the introductions of new
applications and the changing of existing functions. This requires the designed functions
to be flexible and adaptable for future requirements.

In summary, two key challenges exist for the design of TCP/IP processing func-
tions:

1. The designed TCP/IP functions must be fast enough to keep pace with the devel-
opment of network speeds. This could be characterized by the “Need for Speed”.

2. The request for advanced services leads to the need of introducing new or modifying
existing applications, protocols and standards, and adding new functionalities. The
design must be flexible to adapt to these changes. This could be characterized by
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Figure 1.3: Transmission speed vs. Moore’s law|[23]

the “Need for Flexibility”.

A traditional solution for the first challenge may be the application-specific integrated
circuits (ASICs) since they can provide high performance processing at wire rates. How-
ever, ASICs are not flexible in order to meet the second challenge posed by the modern
Internet. The static feature of an ASIC circuit limits the introductions of new func-
tionalities. If there is any change on the functions or protocols, the ASICs have to be
replaced by the newly designed devices. This is obviously expensive and unpractical.

A Field Programmable Gate Array (FPGA) is a reconfigurable hardware device that
is programmable at gate level. It encompasses both the performance close to that of
ASICs and flexibility of general-purpose processors, which makes it ideal for high perfor-
mance processing and providing the flexibility to meet the possible changes of protocols
or applications. Therefore, FPGA is a good solution for the design of the TCP/IP
functions.

1.3 Research Questions and Methodology

FPGAs have been considered as an effective technology to meet the processing speeds
at wire rates as well as to provide flexibility for the possible changes of applications
and protocols. Two challenges raised in Section 1.2 are reviewed to examine how could
FPGAs meet these challenges. The challenge, the “Need for Speed”, requires to design
the time-critical TCP/IP processing functions in FPGAs, and to achieve the processing
speed-up as much as possible. The second challenge, the “Need for Flexibility”, leads to
the design of flexible functions in FPGAs that can be updated whenever the protocol or
standard changes or new features are introduced. Therefore, in this thesis, the focus is
on the design of the TCP/IP functions in a way that can meet the discussed challenges.
The research questions are the following:
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TCP/IP protocol suites consists of a number of protocols spanning on different
layers of the TCP/IP model. In this thesis, we will only focus on the lower four layers
of the TCP/IP model. In these layers, many TCP/IP functions can be identified. The
first research question becomes:

1. What are good candidate performance-critical functions for acceleration in

FPGAs?

If the candidate functions are identified, further efforts can be put to investigate these
functions, and the second question arises:

2. How can the selected performance-critical functions be designed in FPGAs to
meet the challenges posed in Section 1.27

Finally, the performance of the designed TCP/IP functions have to be evaluated,
therefore, the third question is:

3. If the TCP/IP functions are designed, what are the speedup gains?

In order to investigate the mentioned open questions, the methodology of the research
is given as follows:

e The functions within the TCP/IP domain are surveyed and categorized. The
profiling of the computational intensive functions and the functions with high pro-
cessing overheads are presented, and the performance-critical functions are selected
for further investigation.

e The detailed theory of the selected performance-critical functions is studied, the
implementations and possible speedup methods are investigated.

e With the selected functions and their speedup designs, VHDL codes are written to
describe their functionalities. The designs are further verified and synthesized to
evaluate the performance. The clock rates and the utilizations are compared.

In the work described in this thesis, we do not intend to achieve actual hardware. The
goal is only to investigate TCP/IP functions. Synthesis is performed to gain insight into
the performance potential of our design. In addition, placement and routing of the design
on several FPGAs has been performed in order to achieve a more accurate performance
evaluation and ensure that the designs fit on respective FPGAs.

1.4 Thesis Overview

This section gives an overview of the remainder of this thesis.

Chapter 2 introduces the background technologies employed by the TCP/IP pro-
tocol suite, which are widely discussed in this thesis. The TCP/IP model, which is
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the basic architecture of network devices, is introduced. Other issues like addressing,
communication between layers are presented. Furthermore, the TCP/IP functions are
summarized and categorized into micro-level functions and network services And finally,
the design platform, the design tools, and the design methodology utilized in this thesis
are highlighted.

Chapter 3 discusses the selection of TCP/IP functions from the profiling result.
Checksum and Cyclic Redundancy Check are selected as computational intensive
functions to be implemented. Table lookup of the network address translation service
is selected as a possible critical factor in FPGAs. The theory of the selected functions
are further discussed in details and some novel ideas are proposed for accelerating the
processing speeds.

Chapter 4 describes the implementations and results of the selected TCP/IP functions.
The designs are first verified for their correctness, and next synthesized to get the
estimated clock rates, area utilizations, etc. Furthermore, the throughput of the design
can be evaluated from the clock rates.

Chapter 5 presents the conclusions. First, the summary of the conclusions in
this thesis is given. Subsequently, the main contributions of the work described this
thesis are highlighted. Finally, future research directions are presented.



Background

s discussed in Chapter 1, the Internet is an enormous network consisting of

millions of computers and a variety of interconnecting devices, such as switches

and routers. It is built upon a hierarchical architecture and utilizes a common
set of protocols to provide effective, robust, and high speed communications between
the Internet users. The most common set of protocols running on the Internet is the
TCP/IP protocol suite and the hierarchical architecture in which the protocols are placed
is known as TCP/IP protocol stack. In this chapter, the TCP/IP protocol suite is
first discussed starting from the introduction of the TCP/IP model. The discussion of
our thesis is based on the TCP/IP model. Protocols running at different layers in the
TCP/IP model are highlighted. Addressing, as a key issue in networking, is presented in
detail. Furthermore, the communication processes between two computers are discussed,
the operations at each layer are briefly introduced. Subsequently, the TCP/IP processing
functions which are executed during the communication processes are investigated and
the functions on the data plane are further categorized into micro-level functions.
Finally, the targeted platform and three design tools which are utilized in different phases
of this thesis are presented. And the design flow and methodology are highlighted.

This chapter is organized as follows. Section 2.1 introduces the general topics in
TCP/IP protocol suite: the TCP/IP model, three different kinds of addresses and their
purposes, and how communication is established between two users. In Section 2.2,
TCP/IP functions involved in the data communication is investigated and categorized
in detail. Section 2.3 describes the design flow and tools we wutilized in this thesis.

2.1 TCP/IP Protocol Suite

The TCP/IP is the most widely utilized protocol suite over the Internet. It has a hier-
archical architecture which is made up of interactive models, and each module provides
a specific functionality. There are also independent protocols running on each of these
modules.

2.1.1 TCP/IP Model

The standard model for understanding and designing a network architecture is the well-
known OSI (Open Systems Interconnection) model, which consists of 7 layers. However,
our work mostly focuses on the lower four layers of the model, therefore, the discussion
in this thesis is mainly based on a more practical TCP/IP model. TCP/IP Model is
a hybrid model derived from the OSI Model. It combines the top three layers of the
OSI model to a single application layer, accordingly, the TCP/IP model contains five
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layers: the physical layer, the data link layer, the network layer, the transport layer and
the application layer. The TCP/IP model is depicted and compared with OSI model in
Figure 2.1.

0S| Model TCP/IP Model
Application
Presentation Application
Session
Transport Transport
Network Network
Datalink Datalink
Physical Physical

Figure 2.1: OSI and TCP/IP model.

In the TCP/IP model, each layer communicates with its neighboring layers through
standardized interfaces and at the same time provides services to its neighboring layers.
Each layer contains a particular set of protocols. Figure 2.2 illustrates the specific
protocols running at each of these layers and their relationships[24][9].

Application Layer

Transport Layer

. Network Layer
ARP RARP
Hardware DataLink Layer
Interface 1
Transmiss | i
ranMSert]jliS:rr?n Physical Layer

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 2.2: The specific protocols on each layer[24].

Each layer depicted in Figure 2.2 is described briefly in the following:

1. Physical Layer
Physical layer provides functions to transmit bits streams over transmission
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medium. It defines the mechanical and electrical standards of the interface be-
tween the devices and transmission medium. The transmission medium could be
the twisted-pair cable, coaxial cable and fiber-optic cable, etc. The physical layer
also deals with attributes such as the data rate, transmission mode, synchronization
of bits, and the other characters related to transmission.

. Data Link Layer

Data link layer transforms the physical layer, a raw transmission facility, to a
reliable link. It makes the physical layer appear error free to the upper layer
(network layer)[9]. It accomplishes this task by breaking the bits streams into data
frames, adding some control information to the frames and protecting the frames
by a certain error detection technique. The physical layer only takes care of the
transmission of the bits streams and only at the data link layer, the frames could
be recognized.

. Network Layer

Network layer is responsible for the delivery of a packet from the source host to
the destination host across one or multiple networks. Network layer supports the
following protocols:

e IP (Internet Protocol), is an unreliable and connectionless protocol, which
provides no error checking during the transmission and does its best to get
data transmitted through to its destination, but without guarantee. It should
be paired with TCP to perform reliable transmissions.

e ICMP (Internet Control Message Protocol), is used by IP protocol to ex-
change error messages and other vital information with its peer network layers
on the other hosts. The ICMP messages are first encapsulated into IP packets
before sending to lower layers.

e IGMP (Internet Group Management Protocol), is usually used with multi-
cast to send a UDP datagram to multiple hosts. It is a companion to the IP
protocol.

e ARP and RARP (Address Resolution Protocol and Reverse Address Res-
olution Protocol), are used to convert between the IP addresses used by the
network layer and the Ethernet addresses used by the data link layer.

4. Transport Layer

As can be observed in Figure 2.2, TCP and UDP are two predominant protocols
running on the transport layer.

e TCP offers connection-based reliable data transmission services by utilizing
data acknowledgments and retransmissions.

e UDP is an connectionless, unreliable protocol. UDP does not provide error
recovery services when sending and receiving packets.

5. Application Layer

The application layer deals with particular user processes. Multiple processes could
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run at the same time considering the characteristics of modern multi-process com-
puters. There are numerous application protocols running at the application layer
such as FTP, HTTP, SMTP, and etc.

2.1.2 Addressing

Addressing is a key issue in networking. Addresses could be regarded as identifications,
and different addresses identify different things. There are three different kinds of
addresses in the TCP/IP protocol suite: Ethernet Address (or MAC Address), IP
Address (or Network Address), and Port Number (or Port Address). Ethernet address
is utilized by the data link layer to determine a unique host within a network. IP
address is employed by the network layer to identify a unique host on the Internet. And
port number is adopted by transport layer to recognize a certain user process running
on a multi-process host. We discuss them in detail as follow:

Ethernet Address, which has 48 bits, is the lowest level address, and works on the
data link layer. The Ethernet address is imprinted by the manufacturer on the network
interface card (NIC) when the NIC is produced. Each NIC has a unique Ethernet
address. A computer must be equipped by at least one NIC to connect to the network,
therefore, a computer will at least have one Ethernet Address. Each Ethernet address
identifies one network interface between the computer and the network the computer is
connected to.

IP Address is introduced at the network layer. It is a 32-bit address which can uniquely
identify a host connected to the Internet. Only the packets with the accurate source
and destination IP addresses can be correctly forwarded to their destination hosts and
establish the communications. IP addresses consist of two parts: netID and hostID.
NetID identifies a network and hostID defines a host on that network. Therefore, when
a packet is sent onto the Internet, the interconnecting devices will find its destination
network according to the NetID of its destination IP address, and then forward the
packet to that network. When the packet reaches the destination network, the network
will allocate its final destination host according to the hostID of the destination address.

The IP address is divided into five classes: A, B, C, D, and E, the first few bits of the
IP address determine the class of the address. As we can see from Figure 2.3, different
class has a different netID length. The binary numbers in the beginning of netID field
define the address classes.

Furthermore, the Internet authorities have reserved three blocks of addresses for
private networks. Table 2.1 demonstrates these addresses. Any organization can use
these addresses for its private internal networks. Packets with the private addresses
cannot be recognized by the routers and thus will be deleted by the on the Internet.
In contrary to the private address, we call the IP address, which can be generally
recognized and forwarded by the routers, the public address.

Port Number is defined at transport layer. At network layer, IP address uniquely de-
fines a host on the Internet and is responsible to deliver packets at the host level, namely,
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Byte 1 Byte 2 Byte 3 Byte 4
Class A 0  NetD HostID
Class B | 10 NetID HostID |
Class C | 110 NetlD HostID |
Class D | 1110 Multicast Address |
Class E | 1111 Reserved for future use |

Figure 2.3: IP address classes.

Class NetIDs Number of Networks
A 10.0.0 1
B 172.16 to 172.31 16
C 192.168.0 to 192.168.255 256

Table 2.1: Addresses for private networks[9].

host-to-host communication. However, that is not enough to complete the communica-
tion between today’s multi-process computers. The port number at transport layer is
introduced to identify the processes running at the application layer of the multi-process
computers. The port number is 16 bits long and ranges from 65535 to 0. There are some
well know port numbers for specific application processes, for example, 23 for TELNET,
80 for HTTP, and 21, 23 for FTP and etc.

2.1.3 Communication Between Layers

In order to communicate with other computers, the data originating from the application
layer must be transmitted down through different layers at the source, onto the trans-
mission medium. At the destination, the data is transferred up through the same layers,
and finally reaches the application layer. During this procedure, the data is processed
at each of these layers. In addition, protocol control information is appended to (at the
source) or stripped off (at the destination) at each layer to ensure that the data is trans-
mitted to its final destination effectively and safely. Figure 2.4 depicts the whole process
of such a communication. We mainly discuss the half process at the source computer
part, for the operations at the destination are reversed to the operations at the source.

At the source part, data generated by the source is transmitted from the application
layer down to the physical layer and then to the transmission medium. Data is trans-
mitted in the form of PDUs (Packet Data Unit) through the layers. Each layer defines
its own PDU, namely, Segment at the transport layer, Packet at the network layer, and
Frame at the data link layer. PDU contains the data unit received from the upper layer
and protocol control information (usually a header or trailer). The process of adding
a header/trailer to the data unit received from upper layer is called encapsulation.
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Figure 2.4: Data communications between layers[3].

Encapsulation takes place at every layer.

At the transport layer, a TCP/UDP header is appended to the data. The header
contains the port number, which identifies a process running at the application layer,
and some other control information specified by the transmission control protocol, such
as the sequence number, acknowledgment number and windows size, etc.

At the network layer, an IP header is added to the data unit received from the
transport layer. The header contains the source and the destination IP addresses, which
will help to locate the destination on the Internet.

At the data link layer, a data link header and a trailer is attached to the data
unit received from the network layer. The header contains the source and destination
Ethernet address. And the trailer is an error detecting code called Cyclic Redundancy
Check (CRC). The packet data unit at data link layer is called frame. Frame is the
lowest packet data unit.

At physical layer, the frame is transmitted in a series of bits and traverses through
the network and finally, reaches the destination. The opposite operations at the source
computer will be performed, for example, the frame will be decapsulated, CRC code will
be checked to ensure no corruption during transmission and etc. Finally the data will
reach the application layer of the destination computer.

If the destination is not in the same network as the source computer, the frame will
be first transmitted to the interconnecting devices. At the interconnecting devices, the
frame is passed through the data link layer and network layer in order to determine
which network the packet is going to be forwarded. Figure 2.5 demonstrates how the
data traverses through the layers of the source, destination and interconnecting devices
in order to establish the communication between two computers.
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Figure 2.5: Data communications, from TCP/IP model’s point of view.

In summary, while communicating with other computers, data originated from the
source will traverse across different layers on the source and destination computers or/and
interconnecting devices. At each layer, the data need to be processed and at the same
time, many other functions are running in order for a robust and effective transmission.
Consequentially, TCP/IP functions that perform the data processing tasks and those
functions running in auxiliary can be identified and categorized in order to find the
performance-critical operations. This work is going to be further investigated in the
following section.

2.2 TCP/IP Functions

As discussed in Section 2.1.3 and depicted in Figure 2.4 and 2.5, data need to be pro-
cessed at every layer it goes through while it is transmitted over the Internet. Different
functions running on different layers may take charge of different kind of processing tasks.
Generally, the TCP/IP functions can be divided into two parts:

e Data plane refer to the plane where the network data pass through. Data plane
functions, such as classification, table lookup, are performed over every packets
passing through the systems. Therefore, data plane has a large amount of data
processing tasks. Since data are transmitted at wire speeds, these processing tasks
are also required to perform at wire speeds. Most computational intensive opera-
tions are also performed on data plane.

e Control plane takes charge of control and management tasks that may coordinate
the functions between data plane and control plane within the system and with
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the outside systems. It updates the tables on the data plane, performs signalling,
interface management, and other complex actions that can not be executed on data
plane.

Since the performance-critical operations are located in data plane and are required
to perform at wire speeds, in our thesis, we will mainly focus on the functions on the
data plane and refer to them as micro-level functions®. These functions may be found
in more than one network services running on the data plane. Most of the micro-level
functions are required to perform at the wire rates. However, not all these micro-level
functions are performance-critical, therefore, we need to further investigate according
to the profiling results in order to determine which functions are timing-critical for
acceleration. The followings are typical micro-level functions:

1. Encapsulation: As depicted in Figure 2.4, when data move through the layers,
some information must be added to the data. They are always in the forms of
header or trailer. The process of adding information to the data is called the en-
capsulation. Encapsulation is performed by most of the layers, from the transport
layer to the data link layer.

2. Checksum: Checksum is an error detecting technique adopted by the network
layer and transport layer to protect the data against corruption during the trans-
mission. At the network layer, checksum calculation is performed over the IP
header. At the transport layer, checksum is calculated over the TCP/UDP header
as well as the data coming from the application layer.

3. Data parsing: Data parsing is to obtain some information from the packets,
usually from the header of the packets for further investigations. For example, the
destination address need to be obtained to decide the next hop of the packet. Port
number, or other information such as the source address, protocol field may be
acquired for classification.

4. Data modification: Data modification is to modify a certain or several fields in a
packet, for example, to decrease the TTL field, and accordingly, to change updated
checksum field in the IP header. There are some other situations may need data
modification, for example, the network address translation (NAT) will change the
source IP address in the IP header.

5. Bitwise comparison: Bitwise comparison is widely used by different layers for
different purposes. The inputs of the function could be two sequence of bits with
the same length, the output could be a Boolean value reflecting whether the two
inputs match or not. For example, when the data link layer receives a frame, it
need to check whether the destination Ethernet address of the frame matches its
Ethernet address. If yes, the frame is accepted, otherwise, the frame is abandoned.
At the network layer, there are many uses of bitwise comparison. For example, it is
used for routing table lookups, also for IP address matching, and version checking.

We do this to indicate that these functions constitute the basic functions of many network services
and protocols. Since they are basic functions and can not be further subdivided into smaller functions,
we call them micro-level functions.
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10.

. Queuing/Scheduling: Internet data must be stored when it is waiting for pro-

cessing. Queue is a kind of buffer used to store the ingress data for processing and
the outgress data after processing. At the same time, several scheduling mecha-
nisms can be employed to identify the order that a packet is dequeued from the
buffer.

Cyclic redundancy check: The Cyclic Redundancy Check (CRC) is an error
detection technology that is widely utilized in networking. For example, CRC-32
is employed to generate the Frame Check Sequence (FCS) of a frame. CRC is
calculated over the frame and appended in the trailer of that frame.

Fragmentation: When a frame is transmitted over the physical layer, the max-
imum size of the frame is restricted by the MTU (Maximum Transfer Unit) ac-
cording to the physical network. For example, the MTU of the Ethernet protocol
is 1500 bytes. The MTU is defined at the data layer according to the physical
networks at the physical layer. Therefore, at the network layer, if the packet size is
larger than the MTU, the packet need to be fragmented to a smaller size in order
to fit the MTU of the frame. This process is thus called the fragmentation. The
packets after fragmentation are encapsulated by new IP headers and transmitted
to the data link layer.

. Table lookup: Table lookup is to search a table according to certain criteria.

For example, in routing table lookup, the destination address, as the searching
criteria, will be examined and find the corresponding next hop for the packet
with the destination address. There are many other situations where need table
lookups. For example, in Address Resolution Protocol (ARP), the IP address must
be replaced by the corresponding Ethernet address get from ARP table lookup.
Several techniques can be employed to perform table lookup, for example, the
longest prefix matching, the content addressable memory and etc.

Classification: Packet classification is to classify the packets based on the packet
headers into equivalent classes called flows. A flow is defined by users, for exam-
ple, the packets which have the source address start with prefix A.B and to the
destination address with prefix C.D and with the destination port number E, and
etc. Packet classification is need for functions like firewalls, Quality of Service, and
other services that require the capability to isolate the traffic into different flows for
further processing. The packet in the same flow will receive the same treatment. A
typical example of classification is the demultiplexing at the transport layer. When
data comes to the transport layer, it is categorized to different flows according to
the port number at the IP header.

Furthermore, there are many network services running on the data plane which may
consist of several micro-level functions. The followings are some typical network services.

1.

Address Resolution Protocol (ARP): As discussed in Section 2.1.3, the IP
packet received from the upper Network Layer should be encapsulated in a frame
to pass through the Physical Layer. The address utilized by the data link layer
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is Ethernet address. Therefore, the IP addresses in the packet header must be
translated into Ethernet addresses. The best solution for mapping logical addresses
to physical addresses is to be done dynamically. That is, the sender asks the receiver
announce its physical address when needed. That is exact what ARP protocol does.
In order to improve the efficiency of ARP protocol, a cache table is designed to hold
the recent outgoing frames’ Ethernet addresses. Since there is a high possibility
that the recent used Ethernet addresses will be reused, the outgoing messages will
firstly check the cache table to find the corresponding Ethernet address. If the
corresponding address is not in the table, an ARP request is sent to ask for that
Ethernet address. The important micro-level function involved is the cache table
lookup.

. IPSec: Internet Protocol Security is a suite of protocols providing security for IP

traffic on the Network Layer. It accomplishes its goal by tunnelling, encryption
and authentication.

e Encryption is utilized to ensure that the transmitted data content are con-
cealed to public. The most frequently used encryption algorithm is 56-bit
DES. A possible implementation of DES in FPGAs is presented in [12].

e Authentication Authentication is to verify the identification of a sender. An
authentication method tries to test that the messages are from an authentic
sender and not from any impostor. The digital signature based on the public
key encryption/decryption is commonly used.

The possible micro-level functions involved may be data parsing, data modification
and etc..

. Firewall: Firewall has become a critical component for the Internet for security

reasons. Firewall will examine both the incoming and the outgoing traffic using
certain criteria defined by the users. The traffic will be rejected to pass if it meets
a certain rule. The critical micro-level functions involved are classification, table
lookup, bitwise comparison, and etc.

. Network Address Translation: Network Address Translation (NAT) is de-

signed as a short term solution for the shortage of the IPv4 addresses. As discussed
in Section 2.1.2, any host that want to access the Internet must have a unique IP
address to identify itself. However, within the network equipped by a NAT server,
the host could use a private address to communicate with the other computers on
the Internet. The host with private address will send its packets first to the NAT
server, and then the NAT server will map its private source address to a public
address, and store the mapping information at the same time in a table called NAT
table. The packets with the public address will be forwarded to the Internet. When
the responding packet comes back, the mapping information will be retrieved from
NAT table. And the NAT server will change the address back to the corresponding
private address, and forward the packet to the host on that network. The criti-
cal micro-level function is the NAT table lookup. Other functions includes data
parsing, data modification, checksum calculation, CRC calculation and etc.
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In summary, the micro-level functions are required to run at wire speeds and can be
combined to perform the functionalities of network services and protocols. A reasonable
profiling may be established to find the most performance-critical functions and imple-
ment them in FPGAs. Furthermore, several micro-level functions can be integrated to
perform the processing tasks of a network service so that the processing tasks can be
offloaded from general-purpose processors.

2.3 Design Methodology

In Section 1.2, FPGAs are decided to be the target platform for the design of TCP/IP
functions. FPGAs are digital devices that can implement logic circuits by programming
the required functions|[21]. FPGAs consist of two dimensional array of configurable
logic blocks (CLBs) surrounded by input/output blocks (IOBs) and the routing matrix
which interconnects the configurable logic blocks (CLBs). FPGAs can be reconfigured
by downloading a bitstream file created from the design by synthesis and implementation
tools.

Our design will start with the functional description of the selected TCP /IP functions
in Very High Speed Integrated Circuit Hardware Description Language (VHDL), and end
with running of the design in the implementation tools and get the bitstream file. The
whole process can be accomplished by the design flow depicted in Figure 2.6.

Selected TCP/IP functions

'

Design Functions

'

VHDL Design VHDL Testbench

'

Simulation

Synthesis Synthesis: L eonar doSpectrum
& Xilinx ISE

R

Figure 2.6: Design flow.

Simulation: Modelsm

The design flow can further be separated into three steps: simulation, synthesis, and
implementation. The design tool which is utilized at each of these three steps is specified
and the detailed design methods are highlighted as follow.

e Simulation: ModelSim SE PLUS 5.5e from Model Technology is utilized to
write VHDL code and run simulations. According to the design flow, we first write
the VHDL code for the functions. After correctly compile the VHDL code, we verify
the design to ensure its functionality is as intended. Subsequently, a testbench is
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generated to connect to the designed functions and compiled to run simulation.
The testbench will test the key functionality of the design during simulation.

e Synthesis: LeonardoSpectrum from Mentor Graphics is employed to run syn-
thesis. Synthesis uses user specified synthesis constraint (timing, power, area, etc.)
to implement and optimize the RTL design into equivalent unit-delay primitive
functional blocks (Flip-flops, logical gates, and etc.)[25]. From synthesis, we can
also get, for example, the clock rate, the area information. However, synthesis only
gives estimated values. In order to obtain more accurate results, place and route
for a target FPGA can be performed in the implementation phase.

e Implementation: Xilinx ISE 5.1.03i from Xilinx Inc. is utilized to run place-
ment and routing. After synthesis, the synthesis tool exports an EDIF netlist file
that represents the functionality of the design. Xilinx ISE will take this netlist and
then translate the input design netlists and write result to a single merged NGD
netlist[11]. The design is mapped into CLBs and IOBs. After that, the design can
be placed and routed. More accurate figures about the utilization and performance
can be found in the place and route report and post place and route static timing
reports, respectively. Xilinx ISE itself can also run synthesis. Therefore, we will
list the performance and utilization results from both LeonardoSpectrum and Xil-
inx ISE. Finally, a configuration bitstream file can be created for the design to be
downloaded to a targeted device.

In this thesis, we will use the performance results form the static timing report to evaluate
the designed TCP/IP functions. For example, the throughput of the TCP/IP functions
can be calculated and compared.

2.4 Conclusions

In this chapter, the general topics of TCP/IP protocol suite was first presented. The
TCP/IP model, as a practical model for our thesis was illustrated and its five layers
and protocols on each layer were discussed. Subsequently, the addressing, as a key issue
in networking, was introduced. There are three different addresses: Ethernet address,
IP address and port number and they span on different layers and take care different
functionalities. Subsequently, we investigated the processing functions in the TCP/IP
protocol stack and focused on the data plane, which requires processing at wire speeds.
Micro-level functions were summarized, and network services built upon these micro-
level functions were identified. Finally, the design tools and methodology were further
described.



TCP/IP Functions

he TCP/IP processing functions involved when computers are communicating
T with each other are highlighted in Chapter 2. In this Chapter, the selection of

these TCP/IP functions is described in detail. Profiling results from literatures
are illustrated and compared. Two functions, checksum and CRC are selected from
micro-level functions as the candidate functions to be implemented. And the table lookup
operation in network address translation service will be designed. The theory of the
selected functions are explained. We start with the checksum function which is mainly
16-bit one’s complement additions. A 16-bit carry-lookahead adder is then designed and
cascaded to build a 32-bit one’s complement adder to execute the checksum calculation.
The theory of the cyclic redundancy check (CRC) is presented. Linear Forward Shift
Register (LFSR) is a common approach to implement the serial calculation of CRC
in hardware. The parallel design, which is derived from the state equations of serial
LFSR implementation is further investigated. The 32-bit parallel input processing of
the CRC-32 algorithm, which is most frequently utilized in TCP/IP protocol suite, is
instantiated. Furthermore, based on the observation that the possible changed fields in
an Ethernet frame are located only in the header part, and a large amount of data in
the remaining frame is unchanged, a novel fast update method of CRC calculation is
proposed. This will dramatically improve the throughput of the CRC calculation. Finally,
the implementation of the table lookup function in network address translation using the
on-chip block SelectRAMs as content addressable memories (CAMs) is presented.

This chapter is organized as follows. In Section 3.1, the TCP/IP functions with
high processing overheads or computational intensive functions are selected as candidate
functions. In Section 3.2, one of the selected functions, the checksum algorithm is
described and the solution to calculate the checksum by 16-bit one’s complement addition
is presented. The theory of calculating CRC in both serial and parallel implementation is
explained in Section 3.3. A novel method to calculate CRC in a fast way is proposed in
Section 3.4. Section 3.5 presents the network address translation and it main operation,
NAT table lookup.

3.1 Selection of TCP/IP Functions

We had an in-depth survey of the TCP/IP functions in Section 2.2 and further catego-
rized them into micro-level functions. Some typical network services are also discussed
which may consist of serval micro-level functions. Since the micro-level functions are
performed over every incoming packets, they are most possible performance-critical or
computing intensive functions that may become the bottleneck and affect the overall
processing speeds. For these functions, we select those which have high processing over-

19
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heads and are possible to be accelerated and implemented in FPGAs. Furthermore,
network services which consist of several micro-level functions can be designed to offload
the processing burdens of the GPPs.

After some literature studies, the checksum calculation and the CRC calculation are
believed to be two most computing intensive and time-critical functions that may impede
the processing speeds.

e Checksum: There are various occasions where need the checksum calculation, for
example, at the IP header, ICMP’s entire message (include header and data), TCP
and UDP’s entire message , and etc.

In paper [13] by Jonathan Kay and Joseph Pasquale, they categorized the pro-
cessing overheads into several operations, including checksum, data move, data
structure, errorcheck, mbuf, opsys, protspec, and others. They showed that check-
sum calculation is the main processing overhead, and the overhead grows as the
size of the message increases. Figure 3.1 depicts the cumulative percentages of
the processing time for TCP and UDP according to the operations categorized by
the authors. Checksum, as one of the operations, has the maximum processing
overheads, as depicted in the black region at the bottom of these two charts.

TCP
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Message Langih In By es
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148 1021 K38 252 FE7 381 4006 710 5321 50N BSS3 TIGE VB2

Figure 3.1: Breakdown of operations processing times[13].

In paper [5] by Mel Tsai et al, a profile of the IPv4 forwarding on the Intel IXP1200
network processor with the 64-byte packets is illustrated in Figure 3.2. From the
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figure, we can observe that the Header Validation occupies the highest processing
time. The header validation mainly performs the following operations:

— Check version in the version field
— Check the header length field

— Calculate the header checksum

In these three steps, the checksum calculation is the most time consuming opera-
tion, and need to be considered as a function to accelerate.

0.2
0.15 1
0.1 1
0.05 1 .

Lookup Header Validation Exception Proc. Queueing&l/O Misc.

o

Figure 3.2: Profile for IPv4 packet forwarding on the IXP1200 [5].

The other profiling of IPv4 packet forwarding shows the same result as the check-
sum has the largest processing overheads. They do their experiments on the click
router they build, and classify the IP forwarding functions into several elements
such as the CheckIPHeader, which calculates the checksum, the LookupIPRoute,
which performs table lookup and etc. The costs were measured by Pentium III
cycle counters. The profiling result is demonstrated in Figure 3.3. From the fig-
ure, we observe that the CheckIPHeader dramatically outranges over the other
elements. The Checksum calculation is performed on the data of TCP and UDP
datagram, and on the header of IP packet. When calculating checksum, the packet
is divided into n-bit sections (n is usually 16). Then, these sections are added
using one’s compliment arithmetic so that the result is also 16 bit long. The sum
is finally complimented to get the checksum. We will further discuss the checksum
calculation in Section 3.2.

e Cyclic Redundancy Checking: Cyclic Redundancy Checking is one of the most
frequently used techniques for detecting transmission errors. One of the CRC tech-
niques utilized in networking is the CRC-32 algorithm employed by Ethernet. The
CRC code is calculated over the Ethernet frame and appended to the trailer of
that frame. Figure 3.4 illustrates the maximum CRC calculation bandwidth on
general-purpose processor and Intel IXP1200 network processor, and compares the
bandwidth with the other two functions: MD5 and Route table lookup. From
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Figure 3.3: Profile for packet forwarding on Pentium IIT cycle counters [14].

the figure, we notice that the CRC has the lowest bandwidth at 300Mbps for
IXP1200 and 200Mbps for general-purpose processor. Therefore, CRC calculation
could be a bottleneck for packet processing to reach wire speed. Another Paper
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Figure 3.4: Maximum bandwidth comparison on a GPP and an Intel IXP1200 [6].

[26] compares serval different CRC implementation including software implemen-
tations, hardware ASIC implementations, parallel implementations and serial ones
over Ethernet CRC-32 algorithm. Their results are demonstrated in Figure 3.5.
Software implementation on common RISC machine has the lowest throughput.
The maximum throughput of the design is 1.663Gpbs, which still can not meet the
latest throughput requirement for 10Gigabit Ethernet. Therefore, CRC calculation
is selected as the candidate accelerate function to be implemented in FPGA.

e Network Address Translation: Network address translation is one of the net-
work services that is required to run at wire speeds, since every packet passing
through must be modified. The source addresses or/and port number are changed.
The TTL field in IP header are decreased. The micro-level functions that are in-
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Figure 3.5: Clock rate and throughput comparison between four CRC implementations.

volved in the NAT operation is data parsing, which obtains the source IP address,
source port number and etc, the NAT table lookup, which find the corresponding
mapping for a certain destination address or/and port number. Checksum and
CRC recalculation are also required by the NAT service.

To sum up, three TCP/IP functions are selected to be implemented in FPGAs.
The first two are micro-level functions that are computational intensive, and possible
to become the bottleneck of the network speeds. The other one is the table lookup
function in the NAT service. In the following sections, we are going to discuss in detail
the in-depth theories of these three functions.

3.2 Checksum Calculation

As discussed in Section 3.1, Checksum is a critical factor affecting the packet process-
ing speed. The checksum is performed and verified at both the network layer and
the transport layer. At the network layer, checksum is calculated over the IP header
while at the transport layer, checksum is calculated over the entire TCP/UDP message
(header+data). The main steps of the checksum algorithm are as follows][7].

1. The adjacent octets of the data (to be protected by checksum) are paired to form
16-bit fields.

2. The one’s complement addition is performed over these fields.
3. The one’s complement of the sum result in Step 2 is placed in the checksum field.

4. To check a checksum, the 16-bit one’s complement addition is performed over the
data as well as the checksum field. If the result consists of all 1’s. the check
succeeds and thus indicates that there is no error.

Therefore, the calculation of the checksum is a sequence of 16-bit one’s complement
additions. We take the checksum calculation of the IP packet header as an example.
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The IP packet header is depicted in Figure 3.6, each row of the header contains 32 bits
and is divided into two 16-bit fields. The 16-bit one’s complement addition is performed
over every half of the row, and the final result is put in the Header Checksum field.

0 16 32 0 16
ersion‘ IHL ‘ Type of Service Tota Length Nersion ‘ IHL ‘ Type of Servioe‘
Identfication Options and Fragment Offset ‘ Total Length ‘

[Timeto Live ‘ Protocol Header Checksum =~
‘ Identfication ‘
Source |P Address

Destinatian |P Address ‘ TimetoLive| Protocol ‘
Optjons ‘ Options and Fragment Offset ‘

_|_

am | |

is complemented

Checksum ‘ ‘

Figure 3.6: Checksum calculation for IP packet header.

As explained above, we notice that the implementation of the checksum function can
be reduced to the implementation of a 16-bit one’s complement adder. Furthermore,
one’s complement addition can be performed by a two’s complement adder by propa-
gating the carry-out signal to the carry-in. Therefore, our first target is to design a fast
16-bit two’s complement adder [18]. There are many basic implementations of adders
such as bit-serial and ripple-carries adders. The bit serial adders perform the addition
bit by bit, and in the ripple carry adders, the adder wait for the carry-in bit of the pre-
vious full adder. However, the propagation of carries is the key factor which impede the
high-speed performance of the adder. The latency of these basic adders grows linearly
as the number of bits of the adder increases. Therefore, it is not suitable to build the
16-bit adder utilizing these basic adder schemes.

The carry-lookahead adder (CLA) is a commonly used scheme for multiple bits two’s
complement additions. The carry-lookahead adder does not wait for the carry signals
as the ripple-carry adders do. Instead, the CLA predicts its carry by its inputs and two
other signals called the generate and propagate signals [18]. The complete theory of the
carry look-ahead adder is discussed in [18]. Here, we mainly discuss the design of the
two’s complement 16-bit carry look-ahead adder for checksum calculation.

For two operands additions, we assume that the operands are x and y respectively,
and the sum is s. We use x;, y;, s; to denote the digits at the ith position of the number
z, y and s. Therefore, the sum digit can be determined from the operand digit x; and
y; and the carry-in bit ¢;: (In this section, x @ y denotes an XOR operation and x - y or
simply xy denotes an AND operation)

$i=%; Dy D (3.1)

The generate and propagate signals at ith position are calculated as follows:

g = TiY; (3.2)
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pi = 7Dy (3.3)
With these two signals, we can predict the carry-in at the (i+1)th position as follows:
Ci+1 = gi t CiDi (3.4)

Equation (3.4) indicates that there is a carry-in at the (i+1)th position (¢;y1 = 1)
if a carry is generated in position ¢ (g; = 1) or there is a carry-in at position ¢ and
that carry is propagated at position i (¢;p; = 1). Equation (3.4) is then called the carry
recurrence equation. And we can easily unroll the recurrence and finally get the ¢; as a
logic function of the generate and propagate signals and c¢;,. For example, if i = 4, we
have:

1 = go+copo (3.5)
C2 = g1+cpi

g1 + (90 + copo)p1

g1 + gop1 + copop1 (3.6)
g2 + c2p2

g2 + (91 + gop1 + copop1)p2

92 + g1p2 + gop1p2 + copop1p2 (3.7)
g3 + c3p3

= g3+ (92 + g1p2 + gop1p2 + copopP1P2)P3

= g3+ g2p3 + g1P2p3 + goP1P2p3 + CopoP1P2p3 (3.8)

C3

C4

Here, ¢ is the carry-in (¢;;,) and ¢4 is the carry-out (¢t ) of a 4-bit adder, respectively.
With the carry bit at each position, we can calculate the sum bit at every position through
Equation (3.1). The adder is called the full carry-lookahead adder. In the design, we
use AND logic circuits to produce g;, use XOR gates to produce p; and the sum bit s;.

Furthermore, we can cascade five 4-bit carry-lookahead adders to build the 16-bit
carry-lookahead adder. Before that, we need to know the carry-in bits of each 4-bit
carry lookahead sub-blocks, which are cg, c4, cs, c12, respectively. In order to get these
bits, we introduce the block generate and block propagate signals as follows:

Gliiv3) = Yi+3 + git2Pi+3 + git1Di+2Di+3 + GiDit1Pi+2Pi+3 (3.9)
Plii+3] = PiDPi+1Pi+2Pi+3 (3.10)

Equation (3.9) illustrates that there will be a carry-in at position (i +4), if a carry is
generated at position (i + 3), or a carry is generated at position (i + 2) and propagated
at position (i 4+ 3) or a carry is generated at position (i 4+ 1) and propagated at position
(1+2) and (i + 3), and etc. Equation (3.10) indicates that a carry-in at the ith position
(¢;) is propagated to position (i + 4), if and only if each of the four positions from i to
(i + 3) propagates. Therefore, given the incoming carry ¢;, and the block generate and
propagate signals g[; ;13 and pj;;43), we can easily predict the carry-in bit at position
Ci+4 simply by rewriting Equation (3.4) in the following form:

Cita = Glisi+3] T CiP[i,i+3] (3.11)
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A lookahead carry generator, which is developed to generate the carry bits as well as the
block generate and propagate signals, is depicted in Figure 3.7. And it detailed block
diagram is illustrated in Figure 3.8.

Ci+3 Ci+2 Ci+1

Oi+3 Pivs | 9i+2Pis2 | Gj+1Pira) 9i Pi
DT T

4-bit lookahead carry generator =—— ¢j

|

91ii+3) Priji+a)

Figure 3.7: 4-bit lookahead carry generator[18].

Pi+3 Gi+3 Pi+2 Qi+2  Pi+1 Qi+1 Pi Qi

P ii+3) 9 1i,i+3] Ci+3 Ci+2 Ci+1
Figure 3.8: 4-bit lookahead carry generator, a detailed diagram [18].

It is clear that two gate levels are required to generate the carry bits and the block
generate and propagate signals. If g; and p; at each position are available, four 4-bit
lookahead carry generator running in parallel can be employed to produce block generate
and propagate signals from gjg 3}, Pjo,3] t0 g[12,15] P[12,15] as depicted in Figure 3.9. Notice
that at this moment, although we already have the generate and propagate signals at
each position, the corresponding carry bits can not be calculated since the carry-in bits
(c4, s, c12) for the upper left three sub-blocks are unknown. Recursive equation Equation
(3.11) can be utilized to generate carry bits at position i = 4, 8, 12, respectively:

¢4 = Y[0,3] T P0,3]C
C8 94,7 t P74
gpa7 + Ppa7(900,3 + Plo,3)0)
9[4,7) T P4,7)9(0,3] T P[4,7)P[0,3]€0
[
[
[

C12 98,11] T P[8,11)C8
gis.11) + Ps.11) (94,7 + Ppa,71900,3) + Ppa,71P[0,3]0)

= g[8,11] T P[8,1119[4,7) T P[8,11]1P[4,7)9(0,3] T P[8,11)P[4,7]P[0,3]C0
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The 4-bit lookahead carry generator at the bottom of the Figure 3.9 is utilized to perform
above equations. And finally, these three carry bits and a larger block generate signal
and block propagate signal g 5], po,15 are produced. cy,cs, c12 are further used as the
carry-in bits for the upper four lookahead carry generators demonstrated in Figure 3.9.
Accordingly, the carry bits at each position can be generated.

g[12]..9[15]  g[8]..g[11] g[4]..9[7] 9[0]...9[3]
p[12]..p[15]  p[8]..p[11]  p[4]...p[7] p[0]...p[3]

Cpp Cg Cq Co
9112,15] 918,11] 97 90
Prizas) P11y Pz Prog

4-Dbit lookahead carry generator
J( o0.15]
p[0,15]

Figure 3.9: 16-bit lookahead carry generator [18].

Therefore, from z;,y;, we get g;, p; and from g;, p; we get gj; ;43], P[iit-3)- With these
block generate and propagate signals and cg we can predict ¢4, cg, 12, respectively. These
three carry bits are send to the carry-in bits of the upper left three lookahead carry
generators so that the rest of the carry bits c¢;41,c¢iq90,ciy3,i = 4,8,12, are produced
as depicted in Figure 3.8. With those 16 carry bits generated by the 16-bit lookahead
carry generator, the 16-bit carry lookahead adder is illustrated in Figure 3.10. The
generate and propagate signals are first produced by Equations (3.2) and (3.3). And
then, these signals are send into the 16-bit lookahead carry generator, of which the
detailed block diagram is depicted in Figure 3.9. Finally, the carry bit at each position
as well as the carry-out bit can be achieved and using Equation (3.1) the final sum can
be calculated. The 16-bit two’s complement adder is then accomplished. However, the

Input_X
put_. 16

16
Input_Y XOR Sum

Carry_In

. 16 16-bit 164 Carry(0..15)

G,P
16 carry—lookahead
generator G Carry(16)

generator

Carry_out

Figure 3.10: 16-bit carry-lookahead adder.

checksum calculation is based on the one’s complement addition, where the carry-out of
16-bit two’s complement addition must be propagated to the carry-in of the adder. In
this case, the carry-out of the 16-bit two’s complement adder is called the “end around
carry”. As depicted in Figure 3.10 and 3.9, the carry-out signal is generated prior to
the addition (XOR block: s; = z; @ y; @ ¢;), and the real carry-in (not the feedback
carry-out) for the addition is always zero. We can directly put the carry-out bit of the
16-bit adder to the carry-in so that the one’s complement addition is accomplished.
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Checksum Calculator
Clock

16-bit
Reg

16

Input_Y
put 16

. L
16 16-hit . |
32 Carry-lookahead 16 Input_X 16-bit 16
Adder Carry-lookahead
Adder Carry_out

Carry_in

16

INV Checksum_out

Checksum

Packet In

16 Carry_out Input_Y

Input_X 16

Carry_in

packet_sig

Figure 3.11: Block diagram of checksum calculation.

Moreover, for one’s complement addition, the order of the operand inputs is inde-
pendent. For example, in the right part of Figure 3.6, these 16-bit fields can be added
together in any mixed order. Therefore, we can put 32 bits per clock cycle and accumu-
late the addition result. Two one’s complement adders can be implemented to perform
the 32-bit calculations. The block diagram of the checksum calculation circuit can be
depicted in Figure 3.11. The 32-bit input is separated into two 16-bit half word and
perform the addition. And then the addition result is forwarded to another 16-bit one’s
complement adder to perform accumulation. When the input data is finished, the output
in the second adder is complemented and outputed as checksum.

3.3 Cyclic Redundancy Check

In this section, the Cyclic Redundancy Check (CRC) [10] [22] error detection technique
is presented. First of all, we describe the background and theory of the CRC technique.
CRC-32, which is utilized to generate the Frame Checking Sequence (FCS) in the Ether-
net frame is explained as an example. Subsequently, we illustrate the theory of serial and
parallel implementation of the CRC-32 algorithm and finally a novel method to update
the CRC code in a fast way is proposed.

3.3.1 Introduction

The Cyclic Redundancy Check (CRC) is an error detection technique that is widely
utilized in digital data communication and other fields such as data storage, data com-
pression, and etc. There are many CRC algorithms, each of which has a predetermined
generator polynomial G(zx) that is utilized to generate the CRC code. For example,
in TCP/IP protocol suite, the most frequently utilized CRC algorithm is the CRC-32



3.3. CYCLIC REDUNDANCY CHECK 29

algorithm employed by Ethernet, which has the following generator polynomial:
Gla) =22+ 2% 422 422 4216 1 212 1 g1 210 4 08 4 0T 4 05 4 gy 02 4 g1 0,

where m = 32 is the highest order or called the degree of the generator polynomial and
also the length of the CRC code. We can extract the coefficient of G(z) and represent
it in binary form as:

P = {p32,p31,-..,p1,po} = {100000100110000010001110110110111},

which has m 4+ 1 = 33 bits. The most significant bit of P, p3o, corresponds to the
coefficient of 232, the highest order of G(x). Similarly, ps3; corresponds to the coefficient
of 23!, which is 0 in this case, and the other bits follow the coefficients at their corre-
sponding positions. P is called the generator, and uniquely coincides with the generator
polynomial.

When CRC technique is applied, a CRC code is appended to the end of the data
message during transmission. Assume that the data message is represented by D, which
may have hundreds of bits and the CRC code is denoted by C with the length m, the
degree of the generator polynomial. Accordingly, the transmitted data unit with CRC
code can be denoted by T'= {DC} = D x 2™ + C. The CRC code C is generated so
that T is an exact multiple of generator P. Therefore, if T is transmitted and there is no
error during transmission, the received message 7' must also be an exact multiple of the
same P. Otherwise, a transmission error must have occurred. The process of generating
CRC codes and detecting transmission errors can be described as follows.

1. m Os are appended to the data message D, the new data unit can be denoted by
D x 2™,

2. D x 2™ is divided by the generator P using modulo 2 arithmetic.
3. The remainder of the division is obtained as the CRC code C.

4. The CRC code is appended to the data message D, therefore, the data unit to be
transmitted is T'= {DC} = D x 2™ + C, and is an exact multiple of P. m is the
length of the CRC code.

5. The received message T is divided by the same generator P. If there is no error
introduced during transmission, T=T=D x 2"+ (C is still an exact multiple of
P. If errors are introduced, T =T+ F will no longer be the exact multiple of P,
resulting in a nonzero remainder after division.

The binary division generally can be performed by a sequence of shifts and subtractions.
Furthermore, the modulo 2 division makes addition and subtraction equal to bitwise
XOR. Therefore, in modulo 2 arithmetic, binary division can be accomplished by shifts
and bitwise XORs. A simple example is illustrated in Figure 3.12 to demonstrate how
CRC code is calculated from generator P.

In this example, the data message is D = {11011010}. The generator polynomial
is G(x) = 2* + 2! 4+ 2%, or in binary form, generator P = {10011}. And m = 4 is the
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Divisor: G(X)=x*+x*+x% or P={10011} , m= 4
Datamessage: D = {11011010}
@®: XOR

11001111
10011 /110110100000 —*~Appended m=4 Os, Dx2"

[000T]— Remainder, namely,
the CRC code: C = 0001

The data unit protected by CRC code:

T=D x2"+ C = 110110100001

Data message CRC code

Figure 3.12: CRC binary division.

degree of the generator polynomial. In the beginning, 4 Os are appended to the data unit.
Subsequently, the data unit with appended zeros is divided by the generator P = 10011.
Bitwise XORs are first performed over 11011 and the divisor 10011, the remainder 1000
is achieved. The next bit in the data message is concatenated to the remainder, and
another bitwise XOR is executed over the remainder and the divisor. When the left
most bit of the remainder is ‘0’, a shift operation is performed. The shift/bitwise XOR
goes on when finally, all the bits of the dividend are calculated and a remainder of the
division is obtained, which is the CRC code, C' = 0001. The CRC code is appended to
the data message to form the new data unit T'= D x 2™ 4+ C' = 110110100001 that is
said to be protected by the CRC code. Consequently, message T is an exact multiple of
the divisor P. Message T can be transmitted and if the received message T' =T + E (E
is the possible errors introduced during transmission) is found not to be a multiple of P,
then the receiver knows that a transmission error must have occurred (E # 0).

However, there is some possibility that the introduced error E cannot be detected if
E is also a multiple of P. Therefore, the generator P or the generator polynomial G(z)
should be carefully chosen so that the likelihood that the error F is a multiple of P is
minimized. The probability of the undetected error of CRC code is discussed in detail in
[2]. In general, it is possible to prove that the following types of errors can be detected
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by standardized CRC polynomials[15]:

All single-bit errors;

All double-bit errors;

Any odd number of errors;

Any burst error, for which the length of the burst error is less than m, the degree
of G(x);

e Most burst errors with the length larger than m can also be detected.

Six standardized CRC generator polynomials are widely utilized in TCP /IP protocols
as illustrated in Table 3.1. Ethernet and 802.5 use CRC-32, while HDLC uses CRC-
CCITT. ATM uses CRC-8, CRC-10, and CRC-32.

CRC m | G(x)
CRC-8 8 B+t +r+1

CRC-10 | 10 | 20+ 2% + a5+ 2t + 2+ 1

CRC-12 | 12 | 22+ 2z + 23 + 22 +1

CRC-16 | 16 | 216 + 215 + 22 4+ 1

CRC-32 | 32 | 232 4+ 220 4+ 223 + 222 + 216 4 212 4 1!
0 " b+t v+ +1

Table 3.1: CRC generator polynomials in TCP/IP protocol suite.

From above discussion, it is clear that Cyclic Redundancy Check (CRC) is a ro-
bust error detecting technique that is widely employed by the TCP/IP protocol suite.
The main operation in CRC calculation is the binary division which is performed by
a sequence of shift and subtract operations. Modulo 2 arithmetic is adopted, in which
multiplication is performed by AND and addition and subtraction are equivalent to bit-
wise XOR. In the next sections, several CRC implementation methods are going to be
introduced, starting from a serial implementation of the CRC calculation.

3.3.2 A Serial Implementation of CRC

As mentioned in Section 3.3.1, the binary division to accomplish CRC can be performed
by shifts and subtractions. Modulo 2 arithmetic is employed where substraction is per-
formed by bitwise XOR. It is possible to calculate CRC by either software or hardware.
Software method calculates the CRC code through table lookup, and is limited by the
lower throughput as discussed in Section 3.1. In hardware implementations, the CRC
calculation (modulo 2 division) can be easily performed by logical combinations of shift
registers and XOR gates. The Linear Feedback Shift Register (LFSR) [10] [22] is a
common approach designed to accomplish the serial calculation of CRC in hardware.
Figure 3.13 illustrates the basic architecture of LFSR for serial calculation of CRC.
The flip-flops in the figure are shift registers which store the remainder after every sub-
traction. The number of shift registers equals m, the degree of the generator polynomial
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Generator Polynomial
P={p, , Buess Pz - » P2y P2 s B, B } ={100000100110000010001110110110111}

p,=1 X P =1 X p,=1 X, P =0 Xs P =1 Xog Pm-t =0 e
Data message in Xo X X X3 Xl Xl
d D Q D Q D Q D Q— D Q[— —D Q
—— Q— —— Qr— —— Qr— —— Qr— —— Qr— —— Q—
X1 Xmn-1 Xmn-1 Xn-1
Clock

Figure 3.13: Linear Feedback Shift Register (LFSR).

G(z), which is also the length of the CRC code. The data message shifts in from the left,
beginning with the most significant bit and ending with the m Os that is attached to the
data message. When all the messages have been shifted in, the final value in the shift reg-
isters is the remainder of the division, namely, CRC code. Let X = {xy_1,...,x1, 20}
denote the current state of the shift registers. d is the serial input of the data unit.
X' = {xl,_4,...,24,zy} is the input of the shift registers at the next clock cycle. From
Figure 3.13, the states of the registers can be written as:

Ty = (po-xm_l)@d (3.12)
v, = (piTm-1) ®xio1, i={1,2,...,m—1}. (3.13)

()

If p; = 1, there is an XOR operation between two registers and if p; = 0, z} = z;_1,
which is purely a shift operation.

The LFSR can be regarded as a discrete-time time-invariant linear system. In linear
system theory, the state equation for LFSRs can then be expressed as follows (see [10]
119)):

X@i+1) = F-X@) +G-U(®%) (3.14)

where, X = [2,,_1...21 29]7 denotes the state of the shift registers;

X (i) represents the ith state of the registers, namely, the remainder after ith subtraction;
X (i + 1) denotes the (i + 1)th state of the registers, the remainder after (i + 1)th
subtraction;

U (i) denotes the ith serial input bit;

Fis a m x m matrix and G is a 1 x m matrix.

If the generator polynomial is written as P = {py, pm—1,-..,p0}, F and G matrices
can be derived from Equations (3.12) and (3.13) as follows:

Pm-1 1 0 0
Pm—2 0 1 0
F = (3.15)

P o 0 --- 1
Do o 0 ---
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G = [00---01F (3.16)

U = d (3.17)
If X = [z 1...71 20]7 is used to denote the current state: ith state, and X’ =
[/ 1 ...2% zh]T is employed to denote the next state: (i + 1)th state, the system state

equation can thus be written as:
X' =F-X+G-d (3.18)

Furthermore, if F and G are substituted by Equations (3.15) and (3.16), we can write
Equation (3.18) in matrix form as:

x4 pn—1 1 0 -0 Tm—1 0
Ty 2 Pm—2 0 1 0 Tm—2 0
= | o e ] d (319)
:Eil m 0 0 1 T 0
o po 0 0 0 o 1

Expand Equation (3.19), the equations are expressed as follows':

/

Ty = (pm—l : xm—l) D Tm—2
o = (Pm—2 Tm—1) @ Tm_3
: (3.20)
) = (p1-Tm-1) Do
566 = (pO : xm—l) ed

Equation (3.20) exactly coincides with the LFSR in Figure 3.13 and Equations
(3.12),(3.13). If p; = 1, we have 2} = xp,—1 @21 (i = 1,2,...,m — 1), which means there
is an XOR operation between register z; and register z;_;. If p; = 0, we have a} = z;_,
which means there is no XOR operation between these two registers, only shift operation
is performed. If ,,,_1 = 0, we have g = d and a} = z;_; for i = 1,2,...,m — 1, which
corresponds to the shift operation in Figure 3.12 when the left most bit is ‘0’.

The performance of the LFSR for serial CRC calculation is evaluated as follows.
As observed from Figure 3.13, there is only one XOR gate between two flip-flops. The
latency for the LFSR is estimated as:

TLFSR = T'reg + TXOR

where T4 represents the total flip-flop delay, and Txor is the delay of an XOR gate.
Assume that the data message has k bits and the CRC code is m-bit long. For serial
implementation of CRC calculation, the data message is shifted in one bit per clock
cycle. Therefore, (k +m) cycles are required to perform the calculation of a CRC code.

Note: the multiplication of matrix also follows the modulo 2 arithmetic, that is, multiplication is
performed by AND and addition is performed by XOR.
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3.3.3 The Parallel Implementation of CRC

In the serial implementation of CRC, the data is processed one bit per clock cycle. In
total, (k-+m) cycles are needed to obtain a CRC code for a message with k bits. Although
the serial implementation is simple and can run at a high clock rate, it suffers from the
low data throughput for its serial input. The parallel CRC implementation [10] [19] is
designed to increase the throughput of CRC calculation by processing multiple input
bits in parallel every clock cycle.

In this section, we extend the notation introduced in Section 3.3.2 in order to describe
the parallel CRC implementation. The linear system state equation Equation (3.14) is
rewritten as follows. The parallel CRC calculation equation is derived from this equation.

X(i+1) = FX(i) + GU (i) (3.21)

Remember X (i) is the ith state of the shift registers, X (i + 1) is the (i + 1)th state of
the shift registers. U(7) is the serial input bit at state X (i), F is a m x m matrix and G
is a 1 X m matrix.

The solution for the system state equation can be written as (see [10]):

X(i)=F'X(0) + [F'q, ..., FG, G[U(0),..., UG —1))]" (3.22)

where X (i) denotes the ith state of the shift registers, F? is the F matrix to the power
of 4, which is still a m x m matrix. X(0) is the initial state of the shift registers,

[Fi7lG, ..., FG, GI[U(0), ..., U(i—-2), UG—-1)]T =0, ..., 0,U(0), ..., U(i—1)]"2
(3.23)
Input vector U = [U(0), ..., U(i —2), U(i — 1)] is a collection of the serial input bits

from the initial state input bit U(0) to the (¢ —1)th state input U (i —1). Equation (3.22)
can be simplified as:

X (i) =F'X0)+10, ..., 0,U(0), ..., U@ —1)]¥ (3.24)

Equation (3.24) demonstrates how the ith state of the shift registers X (i) is related
to the initial states X (0) and the input vector U = [U(0),U(1),...,U(i — 1)]. The
idea of parallel CRC calculation is originated from this equation, that is, to calculate
X (1) directly from X (0) and the input vector U = [U(0),U(1),...,U(i — 1)] in one clock
cycle. The calculation of the intermediate states X (1),...,X(i — 1) are eliminated. If
i = 1, namely, only one bit is processed in one clock cycle, we have X (1) = FX(0) +
[0...0,U(0)], which is the same as the serial implementation. If i = 2, namely, 2 bits are
processed in parallel in one clock cycle, we have X (2) = F2X(0)+10,...0,U(0) U(1)],
which calculates the 2" states of the registers from the initial states X (0), and the input
vector [U(0)U(1)] in one clock cycle.

Now, assuming that w multiple bits of the data unit are processed in parallel in
one clock cycle (w < m, where m is the length of the CRC code). The w-bit in-
put vector is U = [U(0), U(1), ..., U(w — 1)]. Since the calculation starts from

2The proof will be given in Appendix. B
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the most significant bit, U(0), the first shift-in bit, can be represented by d,,_i. Sim-
ilarly, U(1) = dy—2, ..., U(w — 1) = dyp. Furthermore, if D(0) is utilized to de-
note the m-bit parallel input vector [0, ..., 0,U(0), ..., U(i — 1)]* in Equation
3.24, we have D(0) = [0,...0, dy_1, dw_2, ... ,d1, do]’. Now, we have i = w and
D(0) =1[0,...,0, dy_1,dw_2,...,d1,do]T, Equation (3.24) becomes:

X(w) = F*X(0) + D(0) (3.25)

From Equation 3.25, we can get the register state after the first w-bit parallel calcula-
tion, X (w), from initial state X (0) and the first parallel input D(0). Furthermore, since
the system is time-invariant, we can calculate the register state after (i+1)th w-bit paral-
lel calculation, X ((i+1)w), by the ith register state X (iw) (state after the ith w-bit par-
allel calculation) and the input vector at the state X (iw). If D(7) is utilized to denote the
input vector at the state X (w), we have D(i) = [0,...,0, diwtw_1; iwtw-2, - - - diw]” -
Therefore, Equation 3.25 can be extended as follows.

X((i + Dw) = FUX (iw) + D(3) (3.26)

The number of bitsin parallel: W=4
The number of cycles: N = (k+m)/w= 12/4=3

X((i+1)w) = F¥X(iw) + D(i), i =0, 1, ...,n-1

D(0) D(1) D(2
10011 X(4(i+1)) = F*X(4i) + D(i),i=0,1, ...,n-1
10011, X(4) = F*X(0)+D(0), i =0

X® 710000

X(8) = F*X(4) + D(1) , i=1

11110 |
10011 | |

11010 |
10011 !

10010
]

X(12) «~—— |000: X(12) =F*X(8) + D(2),i=2
X(12) isthe CRC code

Figure 3.14: CRC binary division example, the number of parallel bits w = 4.

Figure 3.14 demonstrates an example of parallel CRC calculation with multiple input
bits w = m = 4. The example in Figure 3.12 is re-listed here, but now parallel calculation
is employed. The dividend is divided into three 4-bit fields, acting as the parallel input
vectors D(0),D(1),D(2), respectively. The initial state is X(0) = [0000]7. From
Equation (3.26), we have,

X(4) = F* X(0)+D(0)
X@®) = F*-X(4)+D(1)
X(12) = F*-X(8)+D(2)
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From above equations, it is clear that the parallel approach is to merge a number of
substraction or shift operations into one single clock cycle. From X (0) and D(0), X (4)
is obtained in one clock cycle. From X (4) and D(1), X (8) is achieved and so on. And
finally, the state X (12) is the CRC code. From this example, it is obvious that we need
only 3 clock cycles to get the CRC code in parallel CRC calculation while we need 12
cycles in serial CRC calculation.

Therefore, for parallel calculation, if the next states X ((i + 1)w) is denoted by X',
the current states X (iw) is denoted by X and the parallel input vector is denoted by D,
we have,

X' =F" - X®D (3.27)

This is the recursive equation developed to calculate CRC code in parallel. F% is the
wth power of F' matrix, which is still a m x m matrix. X = [z_1, Tm_2, ..., 21, 2]’
is the state of the m shift registers. D is the input vector with the size m. It is notable
that the parallel calculation of CRC code is a recursive calculation of the next state of
the registers X’ by the current states X, predetermined matrix ' and the parallel input
D using Equation (3.27). For example, in Figure 3.14, X (8) is calculated from X (4), F*
and D(1). The recursive calculation is terminated when the input bits are finished.

Equation (3.27) is a generic equation that can apply to any generator polynomial
G(z) and any number of parallel bits w (w < m, where m is the degree of G(z)).
In Section 3.3.1, several standardized CRC generator polynomials were introduced as
demonstrated in Table 3.1. All these generator polynomials can fit in Equation (3.27).
We choose the most complex and the most frequently utilized generator polynomial in
TCP/IP, CRC-32, as an example. The generator polynomial of CRC-32 is:

Gla) =232+ 2% + 2% 422 4216 1 212 1 g1 1 210 4 08 4 0T 4 05 4 gy 02 4 gl g0,
and generator can be written as:
P = {p32,p31,---,p1,p0} = {100000100110000010001110110110111},

We have m = 32, the degree of G(x), therefore, there are 32 shift registers and X =

[x31, 230, ..., 71, 20]" . From Equation (3.15), the 32 x 32 matrix F3y goes as follows:
0 1 O --- 0 0 07
o o 1 -~ 0 0 O
Fso = 0O 0 O 1 0 O
1 0 0 0O 1 0
1 0 0 0 O 1
L 1 0 0 0O 0 0 |

[Note: from now on, our discussion will be based on the CRC-32 algorithm, therefore,
F39 is denoted by F' for simplicity. In the following text, if it is not mentioned, F' will
be used to represent the F matrix for CRC-32, F35.]

The number of parallel input bits w can be any number between 1 and 32. For the
reason that most network protocols are byte-based, the parallel input bits are generally
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selected as a multiple of 8, for example, w = 8,16,32. Since the parallel input vector
can be denoted by D = [0,...,0, dy_1,dw_2,...,d1,do)", different D for different w
can be obtained. If w = m = 32, D = [d31,d30, . ..,d1,do]T. Otherwise, if w < m = 32,
D=[0...0dy—1dy—2 ... dsdp], (m—w) zeros are put in front. In this thesis, w = 32 s
selected as the parallel input in order to increase the throughput of the calculation as high
as possible. Therefore, the 32 x 32 matrix F3? need to be pre-calculated. Accordingly,
Equation (3.27) becomes

X'=F2.XaoD (3.28)

If Equation (3.28) is represented in matrix form, we have,

Tl F32(31)(31) F3%2(31)(30) --- F32(31)(0) 31 ds
Ty F32(30)(31) F3%2(30)(30) --- F32(30)(0) T30 dso
= . o @ : [(3.29)
) F32(1)(31)  F?2(1)(30) --- F32(1)(0) x1 dy
Tl F32(0)(31)  F32(0)(30) ---  F32(0)(0) o do

where F32(i)(5),i = 0...31,5 = 0...31 is the value at ith row and jth column of F3
matrix. Expand above equation, we get,

o EF32(31)(30) : xgog LB §F32(31)(0) : xo; & ds;

@ (F32(30)(30) - 230 ) - .. @ ( F3%(30)(0) - 20 ) @ d30

rh = (F32(31)(31) - x3
F32<3O)(31) - T3]

/ _
T3p =

F32(0)(31) - 231) @ (F22(1)(30) - w30) ... @ (F32(0)(0) - 29 ) ® do

vy = (FP()B1) - as1) @ (F2(1)(30) - 230) ... @ (FP(1)(0) - 20) @ dy
ry, =

Consequently, the block diagram of parallel calculation of CRC-32 can be drawn based
on above equations. The block diagram is depicted in Figure 3.15. Only the inputs z,
and x4, have been illustrated. They coincide with the equation above. Other inputs are
omitted by the figure, but they all follow the corresponding equations expanded from
Equation (3.29).

Furthermore, it is proved in paper [10] that other matrices F" with the number of
parallel bits w < 32, such as F®, F'0, can be derived from matrix F3? as:

1327111]

F¥ = [the last w columns of F*? | 5

The first w columns of F'* are the last w columns of F32, the upper part of the rest
(32—w) columns are identity matrix I33_,, with the size (32—w) x (32—w), and the lower
part are all zeros. This property of the F' matrix and the previously mentioned fact
that Equation (3.27) can be regarded as a recursive calculation of the next state X’ by
matrix F', current state X and parallel input D, make the 32-bit parallel input vector
suitable for any length of messages besides the multiple of 32 bits. Remember that the
length of the message is byte-based. If the length of message is not the multiple of 32,
after a sequence of 32-bit parallel calculation, the final remaining number of bits of the
message could be 8, 16,or 24. For all these situations, an additional parallel calculation
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do Xa0
F(O)(@B1L)  F(0)(30) FO(@) F(0)(0) F(ED(EL)  F(31)(30) F(31)(1) F(31)(0)

di: fromparallel input
F(i)() : the value located at (i)th row and (j)th column of F* matrix,
Xi : fromthe current states of the registers

X represents XOR
P :represents AND

Figure 3.15: Block diagram for parallel calculation of CRC-32.

w = 8,16, 24 is needed by choosing the corresponding F'. Since F'* can be easily derived
from F32, the calculation can be performed using Equation 3.27 within the same circuit
as 32-bit parallel calculation, the only difference is the F'* matrix. An simple example is
depicted in Figure 3.16. This example differs with the example given in Figure 3.14 only
in that two more bits “01” are added to the data message resulting in that the length of
the message is not the multiple of the number of parallel processing bits w = 4. From
Figure 3.16, two more bits (D(3)) need to be calculated after getting X (12). Therefore,
F? must be obtained from matrix F*, and the extra two bits are stored at the lower
significant bits of the input vector D. Equation (3.27) can then be applied to calculate
the final state X (14), which is the CRC code. Therefore, only an extra cycle is needed
for calculating the extra bits if the data message length is not the multiple of w, the
number of parallel processing bits.

It is worth to notice that in CRC-32 algorithm, the initial state of the shift registers
is preset to all ‘1’s. Therefore, X (0) = OxF FFF. However, the initial state X(0) does
not affect the correctness of the design. In order for better understanding, the initial
state X (0) is still set to 020000 when the circuit is implemented in Chapter 4.

The performance of parallel CRC calculation is evaluated as follows. The increased
latency of the parallel calculation of CRC code, compared with the serial LFSR im-
plementation, is the level of XOR gates introduced. As can be observed from Figure
3.15, the 32 registers are running in parallel, the maximum latency of the whole sys-
tem depends on the maximum number of XORs at the inputs of the registers. The
number of XORs can be estimated by the number of ‘1’s in a row of the F'32 matrix.
For example, the input of Register x3; in Figure 3.15, the number of XORs is equal to
the number of ‘1’s in the row F(31)(0)...F(31)(31) and plus 1 for the one-bit input
dsi1. From Appendix A, we can read that there are 13 ‘1’s in the first row of the F3?
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D(0) D(1) D(2) D 3)
N - e . _
10011 ,X(4('+1)) FX(4i) + D(i),i=0,1,..,n1
10011 X(4) = F*X(0)+D(0),i =0
X4

X(8) = F¥X(4)+ D(1),i=1

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
X(12) ~—— [0101p
00000

10100
00

X(14) <—— 0111 X(14) = F2X(12) + D(3), an extra cycle
X(14) is the CRC code

X(12) =F*X(8) + D(2) ,i=2

Figure 3.16: Parallel CRC for messages with the length not equal to the multiple of 32.

matrix, consequently, the number of XORs for the input of Register x3; is 14 (13 plus
one data message input ds1). Therefore, 4 XOR gate levels are needed to accomplish
the 14 XORs using 2-input XORs without optimization. Finally, a maximum of 17 ‘1’s
found in matrix F32 leads to 5 XOR gate levels. And there is one AND gate level as can
be observed from the figure. Accordingly, the total latency of the parallel calculation of
CRC is estimated as:

Tparaitel = Treg +5T'xor +TAND

where T4 is the total flip-flop delay, and T'xor is a delay of an XOR gate, and Tanp
is the delay of an AND gate. If we assume that the length of the data is k bits and the
degree of generator polynomial is m bits, the data used to generate CRC code has the
length of k+m bits. In parallel calculation of CRC, we divide the m+k bits into n w-bit
units (n = ":‘*‘Tm) Using equation (3.27), n clock cycles are required so as to get the final
state X (n), which is the CRC code.

3.4 Fast CRC Update

In parallel CRC calculation, n = ]H'Tm cycles are needed to obtain the CRC code, where
k is the length of the data message, m is the length of the CRC code and w is the
number of bits processed in parallel. In calculating the Frame Check Sequence (FCS) of
an Ethernet frame, the CRC code is calculated over a frame with length ranging from
64 bytes to 1518 bytes. Assuming a parallel CRC calculation with w = 32, the number
of cycles to calculate the FCS ranging from 16 cycles (% = 16) to 380 cycles
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If we investigate the situations that how CRC is calculated and verified during the
whole process of data transmission over the Internet, we can find that when a frame
reaches an interconnecting device, the following steps are performed in sequence. The
process is also demonstrated in Figure 3.17:

1. CRC verification is performed in order to verify the correctness of the frame. If it
is failed to verify, the frame is discarded.

2. The frame is passed through upper layers. Upper layer operations, such as finding
the next hop according to the destination address, updating the TTL (Time To
Live) field and checksum field in the IP packet header and etc. are performed.

3. The reassembled frame without FCS is forwarded to perform CRC32 calculation.

4. The calculated FCS will be appended to the frame and the frame will be forwarded
through physical layer to its next hop.

Network layer operation:
routing table lookup, TTL update, checksum updatee, and etc.

Packet after
Packet for upper layer processing
upper layer processing ¢
Yes Frame without
CRC code
. No CRC
Discard correct? ¢
? ‘ CRC recalculation ‘
CRC ¢
Verification ‘ Encapsulation ‘
Ingress g Egress
dataframe dataframe

_

Figure 3.17: CRC verification and recalculation.

Furthermore, the difference between an incoming frame and an outgoing frame (after
being updated by higher layer operations) is small and the differences usually occur
at fixed bit-positions [7] [8]. Figure 3.18 depicts a detailed Ethernet frame format.
The fields in gray are the most likely to be changed fields. The TTL field in the IP
header is decreased by 1 every time when a packet passes through a router. The Header
Checksum in the IP header also changes accordingly. The source Ethernet address and
the destination Ethernet address are different as well. All of them will be modified when
the frame is sent out. The changed fields, 15 bytes in total, are only a small portion of
the whole frame, which may range from 64 byte to 1518 bytes. Furthermore, we observe

3The number of cycles are ceiled to the smallest integer not less than the result, if it is not the multiple
of 32. Please refer to the situation depicted in Figure 3.16
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that the changed fields lies in the first 26 bytes of the frame and the rest of the frame
remains intact. Therefore, it is not necessary to recalculate the CRC code over the entire
frame, instead, a fast CRC update is more preferable.

Covered by FCS
Destination Source
Ethernet Address | Ethernet Address Length ‘ H‘ ‘ Data FCS
6 bytes 6 bytes 2 bytes,’ 46 - 1500 bytes \ 4 bytes
Y ’ \
26 bytes
‘ HH IP Header Data
o’ 16 \\*\\32
ersion‘ IHL ‘Type of Service Total Length
Identfication Options and Fragment Offset
Time to Live ‘ Protocol Header Checksum

Source IP Address

Destination IP Address

Options

Figure 3.18: Detailed ethernet frame structure.

Our fast CRC update design is based on above observations and the state equation
discussed in Section 3.3.3:
X' =F2.X®D (3.30)

where F3? is a 32 x 32 matrix for CRC32, X’ and X is the next and current states of the
register, respectively and D is the parallel input vector. Furthermore, the associative
and distributive laws apply for the modulo 2 arithmetic, that is,

a-(bdc) = (a-b)@(a-c)
a®(bdc) = (adb)de

Now, assuming that the states of the shift register follow the sequence
X(0),X(1),X(2),...,X(n) and the parallel inputs follow the sequence
D(0),D(1),D(2),...,D(n — 1), where n = ]“"'Tm is the number of cycles to get
the final CRC code. From the recursive equation Equation (3.30), we have:

X(1) = F3%2.X(0) @D(0)

X(2) = F32.X(1) eD(1)

X(7) .:' F32.X(6) ® D(6)

X)) = F32.X(7)eD(7)

X)) = F32.X38)eD(®)
32
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The equations above the line, are calculated form the changed fields, from D(0) to D(6).
And the equations below the line are calculated from the unchanged fields and they
are all denoted by the intermediate state X (7). Finally, the final register states X (n),
n = ’”Tm, namely the CRC code, can be denoted by the intermediate states X (7) and
the unchanged fields.

CRC = X(n) = ((F*%)"7-X(7)) @ ((F*)"® D7) ...eDn-1) (3.31)

For the old CRC code before frame update and the new CRC code after the update,
Equation (3.31) can be described as follows:

CRCoa = ((F*)" - X(Naa) © ((F)"*-D(7)) &...0D(n - 1)
and
CRCpew = (F2)"7- X (Tnew) @ ((F2)"5-D(7)) &... & D(n—1)

As discussed before, all differences between the old and new frame located in the first
28 bytes of the frame. Therefore, for i > 6, the parallel input D(7) remains unchanged.
If we XOR two CRC codes, the two set of unchanged fields are eliminated:

CRCpew ® CRCytg = ((F2)" 7 X(T)news) ® ((F32)"7- X (T)ota)
(E2)" (X (Dnew ® X (T)ota)

therefore, the new CRC code can be represented in the following form:
CRCuew = (F2)"T - (X(T)uews ® X (Totd) © CRCoig (3.32)

Consequently, the block diagram of the CRC update circuit can be depicted in Figure
3.19. The CRC recalculation is only performed over the first 28 bytes of the frame,
the intermediate state X (7) is collected, and compared with the old one which can be
obtained through CRC verification, and perform the update. Finally, the new CRC is
obtained by adding the update result to the old CRC code.

32

Dataln ——F——=| X(7)_new

Parallel CRC

Calculation 32 X
Clock ——— X_diff CRC 2

XOR
2 32 Update P
X(7)_old —= XOR —“> Updated CRC
32
CRC_old —4=|

Figure 3.19: Block diagram of fast CRC update circuit.

In Equation (3.32), for a fixed frame length, the matrix (F32)"~7 (n = HT’") can

be precalculated, X (7),q can be obtained from the CRC verification, X (7)pew is cal-

culated through parallel CRC circuit. For the smallest frame size, 64 bytes, we have

_ e4bytesxsbits
n = —_—

= = 16. Equation (3.32) can be written as

CRCpew = (F*)° - (X (T)new ® X (T)ota) & CRCoq (3.33)
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where (F32)? is a fixed 32 x 32 matrix, X (7)new and X (7)qq can be calculated from
parallel CRC circuit. CRC,q is the original CRC code and CRCi is the updated
CRC code. Therefore, for CRC fast update of a 64-byte frame, we only need to calculate
the first 26 bytes of the frame, namely get intermediate state X(7) and then perform the
CRC update to get the new CRC code.

For the calculation of the first 26 bytes CRC, 7 cycles are needed (32-bit parallel
calculation) and for update, only one cycle is needed. In total only 8 cycles are needed
for the fast update of the 64-byte frame with (F32)° precalculated.

Furthermore, as can be observed on the real Internet, there are three predominant
frame sizes: 64 bytes, 596 bytes and 1518 bytes. They occupy 35%, 11.5% and 10% of the
total, respectively [17]. Similar results can also be found in [6] and [27]. The descriptions
of the predominant frame are listed in Table 3.2.

Frame size | Distribution Frame type description

The minimum-size Ethernet frame, consisting of 14 bytes
64 bytes 35% Ethernet header, 20 bytes IP header, 26 bytes payload
and 4 bytes Ethernet trailer (FCS).

Ethernet frame including 14 bytes
594 bytes 11.5% Ethernet header, 20 bytes IP header, 556 bytes payload
and 4 bytes Ethernet trailer (FCS).

The maximum-size Ethernet frame, consisting of 14 bytes
1518 bytes 10% Ethernet header, 20 bytes IP header, 1480 bytes payload
and 4 bytes Ethernet trailer (FCS).

Table 3.2: Three most frequently occurred frame in the real Internet[17].

It is wise to find the corresponding (F32)"~7 for these frame sizes and implement
them as CRC update units as well so that the improvement is maximized. Accordingly,
for the frames of these sizes, only 8 cycles are need to calculate CRC code compared
with the n = M‘Tm cycles in the parallel CRC calculation circuit. Figure 3.20 depicts the
comparison, the performance improvement grows linearly as the increase of the frame
size.

400 7 3%
£ 350
g 300 —
° 20 I [@Parald CRC
5 200 | cal culation(32-bit)
@ 149 B Fast CRC update
150
£
2

50771 3 8 8
0 s S ; |
64 bytes 594 bytes 1518 bytes
Frame length

Figure 3.20: Number of cycles: comparison.

Once the (F32)"~7 is determined, for example, we have (F32)? in Equation (3.33), the
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CRC update scheme can be extended to update the CRC code for the frames with any
length. Suppose h cycles are needed to calculate parallel 32-bit CRC over a frame with
random length (obviously A > 16, which is the cycles for the smallest 64-byte frame).
From Equation (3.31), we have n = h, the final CRC code is

X(h) = ((F?)°- X(h—9))& ((F?)P - D(h—9)) & ((F*)7 D(h-8))&-@D(h-1)

(3.34)

Since h > 16, h — 9 > 7, from D(h — 9) on, the inputs are surely those intact fields

in the frame. Equation 3.34 is equivalent to Equation 3.31 except the state is changed
to X(h —9). Therefore, Equation (3.33) can be rewritten as:

CRCpew = (F*?)° - (X (h = 9)new & X (h = 9)ota) & CRCota (3.35)

Equation (3.35) differs with Equation (3.33) only in X (h—9), which depends on the size
of the frame. We stop the parallel CRC calculation at the stage X (h —9), and perform
one step CRC update. Therefore, for any frame size, in fast CRC update scheme, at
least 8 cycles is reduced compared with the parallel CRC calculation. If we can build
more circuits for (F32)"~7 for example, (F32)"~7 for 64 bytes, 128 bytes, 256 bytes etc,
much more cycles will be reduced. Equation 3.35 then becomes:

CRCpew = (F*2)" T+ (X (h = (n = T))new ® X(h = (n = 7))ota) ® CRCoa ~ (3.36)

In our thesis, we only build and test the circuits for 64 bytes, 594 bytes and 1518 bytes.
Their corresponding (F32)"~7 matrices are precalculated in Matlab.

The performance of the CRC update circuit is as follows. As can be seen from Figure
3.19, the block “parallel CRC calculation” is the same as the one discussed in Section
3.3.3. If we compare Equation 3.33 and Equation (3.30), the CRC update equation is
the same as the parallel state recursive equation except the (F32)"~7 matrix is different.
Therefore, CRC update can be applied to the same scheme depicted in Figure 3.15. We
calculate these three different matrices in MATLAB, and find that for (F32)9, 486 “1’s,
namely, 486 XOR inputs exist and a maximum 22 ‘1’s in one row. For (F32)!42 537 XOR
inputs exist, and a maximum 22 ‘1’s in one row. For (F32)37 507 XOR, inputs exist and
a maximum 22 ‘1’s in one row. Therefore, for all the three matrix, a maximum 5 XOR
gate levels are required without optimization. If count in the 32-bit XOR at the input
and the output, a total 7 levels XOR are required without optimization. Consequentially,
the total latency for the CRC update circuit is estimated:

TCRCupdate = Treg + 7TXOR +TanD

where T}..4 is the total flip-flop delay, and T'xor is a delay of an XOR gate, and Tanp
is the delay of an AND gate.

The performance of the three implementation of CRC calculation can be compared
as follows. For serial LFSR implementation, the latency for the system can be evaluated
as:

TLFSR = Treg + TXOR
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For 32-bit parallel implementation of CRC-32, the latency for the system is:

Tparaitel = Treg +5T'xor +TaAND

For Fast update of CRC-32, the latency is:

Torcupdate = Treg + TT'xor +TaND

Obviously, the serial LFSR implementation is the fastest implementation, but it suffers
from the low data rate, because of the serial implementation. The parallel implementa-
tion performs slower than the serial one, but it processes 32 bits at one clock cycle, the
throughput is very high. The total cycles needed for a (k + m) bits frame, is calculated
asn = k?{—{” The fast CRC update, for a fixed length of frame, for example, 64 bytes,
594 bytes or 1518 bytes, only calculate 7 cycles in parallel calculation and perform 1
clock cycle’s update. Therefore, if we use the slowest path is counted the total cycles

would be only 8.

3.5 Network Address Translation

As discussed in Section 2.1.2, each device on the Internet must have a unique IP address
to communicate with other devices. The IP address is a 32-bit long binary number
in IPv4. In recent year, as the size of the Internet growing exponentially, here comes
the problem that the lack of the IP address on the Internet dramatically impedes the
development of the Internet. IP version 6 has been designed as a long term solution for
shortage of IP addresses, for the IPv6 address has 128 bits and can provide sufficient
IP addresses. Unfortunately, the deployment of IP version 6 is too expensive to be
accomplished in short term, since it requires to change most of the routers on the Internet
and needs huge investments. Network address translation (NAT) is designed as a short
term solution for IPv4 addresses shortage. It can be installed incrementally and requires
minimal changes to either routers or hosts.

The basic idea of NAT is that all the hosts within a network communicate with each
other using private IP addresses, while communicate with the other computers outside
the network through a NAT server/router. The inner network is called the private
network and the outer network is called the public network. However, as discussed
in Section 2.1.2, the private IP addresses can not be recognized by the routers on the
Internet. Therefore, every packet intending to access the Internet must pass through the
NAT devices. When an internal packet with private IP address comes to the network
address translation devices, the NAT server/router will translate the private IP addresses
into a public IP address and then forward it to the Internet. At the same time, NAT
devices will store the translation in a table called NAT table. Consequently, the new
packet with public IP address can be identified by routers and other computers on the
Internet and reach its final destination. When a reply returns from the public network,
the NAT devices retrieve the translation information from the NAT table, translate the
public IP address back into that private IP address and send the packet to its destination
in the private network. Only packets from the private network and their replies can pass
through the NAT devices. Nothing originating outside the private network can pass
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through the NAT, since the NAT table will not contain an entry of a unknown IP
address.

One or several public IP addresses are utilized by the NAT server to perform such
translations. Therefore, the utilization of NAT permits an almost unlimited number of
private network users to access the Internet and only one or serval public IP addresses
are required for that network to communicate with other computers on the Internet.

Public Network

Private Network

| Public IP Address
: 130.168.66.1

|
|
Private IP Address: |
I
I
I

192.168.0.1 202.191.11.1
S NAT TABLE
Y — : Private Network Public Network
192.168.0.5 | Protocol

| IP Address Port Number IP Address Port Number

: 192.168.0.2 1024 130.161.66.1 55001 TCP

! 192.168.0.5 80 130.161.66.1 55002 UDP

! 192.168.0.5 8080 130.161.66.2 55003 TCP
192.168.0.3 1723 130.161.66.1 55004 UDP
192.168.0.4 23 130.161.66.3 55005 TCP

Figure 3.21: NAT example.

Figure 3.21 demonstrates an example NAT services. Computers at the left side of the
dotted line are hosts in the private network, they hold the private addresses. The private
network is connected by a NAT device to the public network, namely, the Internet, as
depicted at the right side of the dotted line. Assume that a host in the private network,
say 192.168.0.2, want to communicate with a host on the Internet, say host with the IP
address 202.191.11.1. The communication between these two computers is established
through the following steps:

1. The private host 192.168.0.2 send out a packet with the destination address
202.191.11.1

2. The packet first arrives at the NAT router. The router obtains the source IP
address and port number of the packet, namely, the private address: 192.168.0.2
and a port number 1024. The NAT table is searched to find the existing entry
that corresponds to the source IP address. If the entry is found, the NAT will
change the original IP address and the port number to the public address and port
number stored in that entry. If the entry is not found, NAT will allocate a public
IP address and port number to the packet, and change the address field in the
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packet accordingly. At the same time the entry is added to the NAT table.

(Note that, the NAT router must be configured as a default gateway for all the
private hosts willing to access the public network. In other words, all packets from
the private network destined the public network must pass through the NAT router
in order for address translations.)

3. In this example, the NAT device find the entry in the NAT table. Therefore,
it replaces the private source IP address 192.168.0.2 with the public IP address
(130.161.66.1) and forwards the packet onto the public network to its destina-
tion(202.191.11.1). The port number 1024 is also replaced by 55001. This port
translation will be used later to help to find the entry for the responding packet
back to its originator.

4. The destination 202.191.11.1 receives the packet and replies using the NAT’s public
IP address(130.161.66.1) as its destination.

5. The NAT receives the responding packet from the public host 202.191.11.1. NAT
table lookup is performed to determine the destination of the responding packet
inside the private network. The table lookup is based on the port number associated
with the public IP address in the NAT table. If there is a matching port number,
the NAT will forward the packet to the hosts corresponding to that port number.
Otherwise, the packet will be abandoned.

6. The private host 192.168.0.2 receives the packet and continues the communication.
The router performs Steps 2 through 5 for each packet.

There are two situations where a NAT table lookup is needed: one is address mapping
for outgoing packets, and the other is the address restore for the incoming reply packet.
An example of NAT table is illustrated in Figure 3.22.

Private Network Public Network
Protocol
IP Address Port Number IP Address Port Number
192.168.0.2 1024 130.161.66.1 55001 TCP
192.168.0.5 80 130.161.66.1 55002 UDP
192.168.0.5 8080 130.161.66.2 55003 TCP
192.168.0.3 1723 130.161.66.1 55004 UDP
192.168.0.4 23 130.161.66.3 55005 TCP

Figure 3.22: NAT table.

Figure 3.23 depicts NAT table lookup operations. For outgoing packets, the table
lookup is performed at the private network part over the private IP address, port number
and the protocol. If there is a match found in the NAT table, the private IP address
and port number fields in the packet header will be mapped to that matched values
accordingly. And if there is no match, an entry (a one to one mappings of private
address and port number to public address and port number) will be generated, and
the packet will be modified according to that entry. Consequently, the newly updated
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Mapping
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Figure 3.23: NAT table lookup.

packet will be forwarded to the Internet and reach its destination. For incoming packets,
a similar table lookup of the entries at the public network part is performed. Public
IP address, port number and protocol are matched. If there is a match, these fields in
the packets header will be changed, and the newly updated packet will be forwarded. If
there is no match, the packet will be abandoned.

As discussed above, the table lookup is one of the main operations for network address
translation (NAT). The other operations include data parsing for getting the IP address,
port number from the packets, data modification for modify the packet according to the
found entry, checksum and CRC calculation for the updated packets, and etc. Other
control plane operations may include NAT table maintenance and update, public IP
address allocation and etc. As described in Section 3.1, all these functions except the
control plane tasks can be implemented in FPGAs so that the NAT operation can be
fully offloaded from general-purpose processors.

3.6 Conclusions

In this chapter, the selection of the performance-critical functions was described. Three
functions have been selected to implement in FPGAs. The theory of selected TCP/IP
functions was discussed in detail. For checksum calculation, the theory is based on the
one’s complement addition, and thus the 16-bit one’s complement carry lookahead adder
is designed to perform the calculation of checksum. The theory of CRC calculation
is based on the modulo 2 arithmetic. The LFSR (Linear Forward Shift Register) was
designed as the fundamental blocks in both serial and parallel CRC calculation. The
parallel calculation of CRC was based on a recursive equation Equation (3.27) that is



3.6. CONCLUSIONS 49

derived from LFSR. Furthermore, a novel fast CRC update method was introduced and
its performance was evaluated. Finally, we presented the network address translation
(NAT) service, and its main operation, the NAT table lookup.
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Implementations and Results

he theory of the selected TCP/IP functions are discussed in details in Chapter 3.
T In this chapter, the implementation of the selected TCP/IP functions are discussed

and the design results are presented. We start with the checksum calculation
function. As discussed in Section 3.2, we cascade two 16-bit one’s complement adders
to perform the 32-bit checksum calculations. The design is verified and the synthesis,
placement and routing (PAR) are performed targeting different FPGAs. Subsequently,
we implement the parallel CRC-32 calculation circuit. The number of bits processed
in parallel are increased from 8 to 32 and the different utilizations and performances
are compared and the reasons for the difference are investigated. The 32-bit parallel
calculation of CRC-32 targeting Xilinx Virtex II FPGA are selected to estimate the
throughput of the design. Furthermore, based on the parallel calculation circuit, a novel
fast CRC update scheme s proposed and designed based on the observation that the
possible changes when an FEthernet frame is forwarded, located at the first 28 bytes of
that frame. Therefore, there is no need to recalculate the CRC code over the entire
frame, a fast single step update can be achieved using the designed circuit. The PAR and
static timing results are given to demonstrate the performance improvements. Finally,
the implementation of the table lookup function in the metwork address translation
(NAT) is described in detail. Content Addressable Memory is implemented using block
SelectRAMs of the Virtex FPGA for the NAT table lookup. Consequently, the table
lookup operations can be performed in one clock cycle.

The organization of this chapter is as follows. In Section 4.1, the implementa-
tion of a 16-bit carry lookahead adder is first presented, the 32-bit checksum calculation
circuit is build based on the 16-bit carry lookahead adders. In Section 4.2, the im-
plementation of parallel CRC-32 calculation circuit is discussed. In Section 4.3 the
implementation of a novel fast CRC update design is proposed. In section 4.4, the
implementation of the table lookup function in network address translation is presented.

4.1 Checksum

The theory of calculating checksum is discussed in Section 3.2. We simplify the checksum
calculation to the 16-bit one’s complement addition. And a 16-bit carry-lookahead adder
is designed to perform the calculation. We recall the block diagram of 16-bit carry-
lookahead adder as follows.

With the implemented 16-bit carry-lookahead adder, we can build the checksum
calculation circuit as depicted in Figure 4.2. Two inputs of the 16-bit one’s complement
adders are added together and each of them contains half of the 32-bit data field. We
use a packet_sig signal to notify the system that a new packet is coming, and these two
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Figure 4.1: 16-bit carry-lookahead adder.
Checksum Calculator
Clock
16-bit
Reg
16
Input_Y
nput_ 1
16 16-bit ]
16 Input_X 16-bit
Packet In 32 Carry-lookahead R I 16/ Checksum 16
Adder Carry-lookahead INV
16 Carry_out Input_Y Adder Carry_out
Input_X 16
T% Carry_in
packet_sig

Figure 4.2: Block diagram of checksum calculation.

adders will automatically be reset and start a new addition. At the same time, the
addition results are inverted and sent to the output, which is the final checksum value.

A testbench is built to verify the design and the waveform from the simulation is
depicted in Figure 4.3. We use the checksum calculation in the IP header as an example.
IP header contains 20 bytes, accordingly, there are five 32-bit inputs. The checksum field
in the IP header is set to zeros as depicted at the lower 16 bits in the third packet_input.
Finally, an extra cycle is needed to calculate the two values in the upper and lower 16-bit
CLA and get the checksum.

The design is synthesized in leonardo spectrum and targeted two FPGA platforms:
Xilinx Virtex and Virtex II FPGAs, which are widely utilized in FPGA designs. We use
the device v50bg256 for Virtex and 2v40fg256 for Virtex II, respectively. And the speed
grade -6 is chosen in order to achieve the best performance. The output of the synthesis,

Checksum_out
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clock_si
—S19 | I I | I | J

packetsig [ |  —

packet_input 45000034 A DEE14000 A 40060000 A 915E2440 A 4223FA7B

v
checksum out FFFF N 69A5 FFFF

Figure 4.3: Waveform of checksum calculation.

the EDIF file, is forwarded to the implementation tool, Xilinx ISE. The placement and
routing are performed and the PAR and static timing reports are achieved. As mentioned
in Section 2.3, we can run synthesis from both Leonardo Spectrum and Xilinx ISE. Both
of the results are listed in Table 4.1.

Technology Device Leonardo Spectrum (EDIF) Xilinx ISE (XST VHDL)
Utilization = Performance Utilization Performance

Virtex v50bg256-6 81 slices 63 MHz 86 slices 62 MHz

Virtex I1 2v40fg256-6 81 slices 124 MHz 86 slices 116 MHZ

Table 4.1: Checksum calculation, utilization and performance report.

We choose the result of Xilinx Virtex II and the lower maximum frequency of the
post PAR static timing report is selected for performance evaluation. Furthermore, in
our design, 32 bits are processing per clock cycle, the throughput can be calculated as
follows:

Throughput = 32 bits x 116 MHz = 3.712 Gbps

Although the throughput is less than the requirement, further work can be investigated
to improve the performance. We can increase the number of 16-bit adders running
in parallel. Pipeline can be built to perform additions. Furthermore, a incremental
checksum calculation is proposed in [20], which recognize the changed fields in the data
to be calculated, and perform checksum update using the following equation:

HC' =~ (~ HC+ ~m+m')

where HC' denotes the new checksum, HC' denotes the old checksum, m represents the
old value of a 16-bit field and m’ represents the updated value of a 16-bit field. Therefore,
in some situations that only a small portion of the data is changed, such as the updating
of the IP header, the checksum calculation could be replaced by checksum incremental
update. For each changed field, there are only two 16-bit one’s complement additions.
The total number of additions is reduced. For example, as can be observed in Figure
3.18, IP header has 20 bytes, if checksum calculation is performed over the whole IP
header, 9 additions needs to be performed. But since there are only two changed fields,
which are in gray in Figure 3.18, only 4 16-bits additions are needed. Consequently, the
throughput of checksum calculation speeds will be more than doubled.
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4.2 Cyclic Redundancy Check

This section describes the implementation of the parallel calculation of cyclic redundancy
check (CRC). CRC-32 is selected as an example. As discussed in Section 3.3, the parallel
calculation of CRC-32 is based on the recursive formula, Equation (3.27):

X' =FY. XaD,

where X denotes the current state of the CRC shift registers and X’ denotes the next
state of the CRC shift registers after one clock cycle. F'™ is a 32 x 32 matrix, F' matrix
to the power of w, where w is the number of bits processed in parallel. D is the 32-bit
input. If w is less than 32, the input bits are stored at the lower significant bits of D,
and the other bits of D remain ‘0’, namely, D = {0, ...,0,dy—1,dy—2, ...,do}.

The F' matrix is derived from Equation 3.15. For CRC-32, we have m = 32, thus

ps1 1 0 -+ 0
P30 0 1 0
pp 0 0 - 1
po 0 O -~ 0

where P = {pm,Pm—1, -, p0}={100000100110000010001110110110111}. If we take w
= 32, namely, the number of bits processed in parallel is 32, the F3? matrix can be
precalculated in MATLAB as follows:

1 1 1 0
0o 1 1 0
32 — 1 0 1 0
1 1 1 1

The complete matrix F3? is listed in Appendix A. As mentioned in Section 3.3.3, other
matrices such as F'8, F'16, F?4 can be easily derived from matrix F32. F32 matrix is stored
as an array of constant bit-vector in the design. As depicted in Table 4.2, we find the ‘1’s
in the matrix F'* and a ‘1’ denotes an XOR operation. Xtemp stores the temporal result
of (F32.X), and X2 stores the current states of the shift register, namely, is identical
to X.

The block diagram of the parallel CRC circuit is depicted in Figure 4.4. There are
32 shift registers. For each register 7,0 < ¢ < 31, the input of the register is the XOR
of the parallel input bit d; and the multiplication result of the ¢th row in the F'* matrix
and X = [z31,230,...,%0]. For example, the input of shift register x3;, we write its
input as follows (from F32 matrix, we have F32(31)(31) = ‘17, F32(31)(30) = ‘1’ ..., and
F32(31)(0) = ‘1", we omit positions which may have the value ‘1’ between F32(31)(30)
and F32(31)(0).):

oy = (F2(31)(31) - 231 ) @ (F™(31)(30) - w30) @ - @ (F*(31)(0) - w0 ) &
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for iin 31 downto 0 loop
for j in 81 downto 0 loop
if F(i)(j) =" 1 then
Xtemp(i) := Xtemp(i) zor X2(j);
end if;
end loop;
end loop;

Table 4.2: The VHDL code to perform XOR operation.

Xs0 X1

do
FOE)  FOE0) FOW FO© FEDEY  F(31E0) FEDM)  FEHO)
di: fromparallel input
F(i)() : the value located at (i)th row and (j)th column of F* matrix,
X : fromthe current states of the registers
X :represents XOR
@D :represents AND
Figure 4.4: LFSR for parallel calculation of CRC32.
reset J v
e— D(0) L D(1) L DQ) L DR) L D(4) L D(S)\—‘ D(G)\—‘ D7) 4‘D(n-2)\—‘D(n-l)\—‘

data_in [ DB1E0629 | E276AB0F | 73BCFB8E | 1DSFBAEA| SBEDYDAF | 34DEGTBA | 89EFDCC3] EFSBOEA0  *** [11arcace | ooooooo0 ——

cre_out 100000004 D61E0629[ EADSFZZH C2C09783l 8DF098FD] BB7BA2D91 7BCF3817[ A5C3295FlA3FF16C5 te m
X0 XQ)  XQ X X&) XE) X6 X0 Xn-1) X0

Figure 4.5: Testbench waveform for CRC32 parallel calculation.

This equation coincides with the recursive equation Equation (3.27).

A testbench is generated to verify the functionality of the design. A 64-byte data
message is utilized as the input. And the testbench waveform is illustrated in Figure 4.5.
As observed in this figure, the final 32-bit input is all zeros, which is the appended 32
zeros to the data message. A sequence of the input vector D (from D(0) to D(n —1) as
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depicted in Figure 4.5) and the register state X (from X (0) to X (n —1)) are highlighted.
Every rising edge of the clock, F32 - X ® D is performed. And finally, the CRC code is
obtained as

CRC = X (n) = 0x778413B2

n= w = 16 cycles are needed to obtain the CRC code.

The design is synthesized by LeonardoSpectrum and ISE. And both the synthesis
outputs are forwarded to Xilinx ISE to run placement and routing. The place and route
report and post place and route static timing report can be achieved. From the reports,
the performance and area estimations are presented as follows. We choose different
number of bits processed in parallel and target different Xilinx FPGAs and compare the
results.

Number of Leonardo Spectrum (EDIF) Xilinx ISE (XST VHDL)

Technology parallel bits Utilization Performance Utilization Performance
. 1 bit(serial) 16slices 211 MHZ 18 slices 167 MHz
Xilinx
Virtex 8 bits 22 slices 147 MHZ 22 slices 199 MHz
v50bg256-6 16 bits 38 slices 131 MHZ 49 slcies 186 MHz
32 bits 63 slices 103 MHZ 82 slcies 173 MHz
. 1 bit(serial) 16 slices 409 MHZ 18 slices 337 MHz
Xilinx
Virtex II 8 bits 22 slices 379 MHZ 22 slices 266 MHz
2v40cs144-6 16 bits 38 slices 290 MHZ 49 slices 294 MHz
32 bits 63 slices 200 MHZ 81 slices 246 MHz

Table 4.3: Area and static timing reports for different number of parallel input bits.

The clock rate, area, and throughput of the serial, and parallel implementation of
CRC calculation for 8-bit, 16-bit and 32-bit are compared in Figure 4.6, 4.7, 4.8, respec-
tively.

We take the 32 bits parallel implementation for Xilinx Virtex IT FPGA for perfor-
mance evaluation. The clock rate for the design is 246 MHz and the throughput can be
calculated as follow.

Thoughput = 32 bits x 246 MHz = 7.88 Gbps

Therefore, the throughput of the 32-bit parallel calculation of CRC-32, although very
high, still can not meet the processing requirement for 10 Gigabit Ethernet. From Figure
4.7 and Figure 4.8, it is obvious that although the clock rates decrease as the number of
bits processed in parallel increases, the throughput of the design still increase. Therefore,
it is possible to increase the number of parallel bits processed per clock cycle, for example,
64 bits, to achieve a higher throughput. Recall that the parallel calculation of CRC is a
recursive calculation of the next register state X’ from X and the parallel input D, and
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it is based on the recursive equation, Equation (3.27). We expand the recursive equation
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as follows:
X(1) = F32.X(0) @ D(0)
X((2) = F32.X(1) eD(1)
= ((F*2)2-X(0)) @ (F*-D(0) ®D(1))
X(3) = F32.X(2)eD(2)
X(4) = F2.X3)eD(@3)

X@) = ((F?)? X(i-2) o (F?-D(i-2) oD(i-1))

From above derivations, it is clear that we can calculate X (i) based on X (i—2), D(i —2)
and D(i — 1). That is exactly the solution for 64-bit parallel calculation of CRC. The
block diagram of 64-bit parallel calculation of CRC as depicted in Figure 4.9. It is of
the same structure as Figure 4.4.

F2(0)(1) F2(0)(0) F2(31)(31) F2(31)(30) F2(31)(1)  F2(31)(0)

1
F(31)(31)  F(31)(30) F(31)(1) F(31)(0)

FOEL)  F(O)30) FO®) F(0)(0)

di: fromparallel input
F(i)G) : the value located at (i)th row and (j)th column of F¥ matrix,

F2(i)() : the value located at (i)th row and (j)th column of (F 3 matrix,
X : fromthe current states of the registers
& :represents XOR
P :represents AND

Figure 4.9: The block diagram of 64-bit parallel calculation of CRC-32.

Although Figure 4.9 is depicted in hierarchy, there is no actual hierarchy in the
circuit. Those two XORs at every input of the register could be regarded as a single
XOR. The only increase is the number of XORs per input of the register, since F' matrix
has a maximum 17 ‘1’s, plus the maximum 19 ‘1’s in F? and one input bit, the maximum
number of XORs is 36, resulting in 6 XOR, gate levels without optimization. The clock
rate of the circuit will be lower than the others, but the throughput is higher, since only
one extra gate level is introduced. The area utilization will be doubled since the total
number of XORs is about 2 times more than the 32-bit parallel calculation circuit.
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The throughput of 64-bit parallel calculation of CRC may meet current trends of
network speeds. However, it is not the efficient way. In parallel calculation of CRC, the
CRC is verified when receiving the frame and recalculated when sending it out. Section
4.3 describe an implementation of the CRC update circuit so that we can update the
CRC codes instead of recalculating them.

4.3 Fast CRC Update

In Section 3.4, we discussed a novel fast CRC update algorithm. The theory relies on
the fact that the modified bits in an Ethernet frame are mainly located at the beginning
of that frame, and a large portion of data remain unchanged. Therefore, there is no
need to recalculate the CRC over the entire frame every time. What we need is just to
update the CRC code according to the changed fields. First of all, we briefly describe
the parallel calculation of CRC-32. Every clock cycle, a 32-bit input D is sent to the

input of the registers, the calculation (X’ = F* - X & D) is performed and the result is

stored in the shift registers. For a 64-byte frame, we need 64”%# = 16 clock cycles to

produce the CRC code. However, from Figure 3.18, we observed that the changes only
occur in the first 28 bytes of the frame. Therefore, after calculation of these 28 bytes,
we can develop a single step update of the CRC code instead of calculating the following
(64_28?3—28}31‘58 = 9 cycles. 9 cycles have been saved, furthermore, 64-byte frame is the
smallest frame, for larger size frames, more cycles can be saved.

The equation utilized to update the CRC code is as follows.
CRCnew = (F32)n_7 : (X(7)new S X(7)old) 53] CRCold (4'1)

And the block diagram of the fast CRC update is illustrated in Figure 4.10.

32

Dataln ———=] X(7)_new

Parallel CRC

Calculation 32 _
Clock ——— X_diff CRC 32

XOR
- 32 Update -
X(7)_old —= XOR = Updated CRC
32
CRC_old —=

Figure 4.10: The block diagram of CRC fast update.

A testbench with a 64-byte input is generated to verify the design. We use the same
example as depicted in Figure 4.5. It is regarded as the old frame. The 32-bit parallel
calculation of the updated frame is illustrated in Figure 4.11. The changed fields are
D(0),D(1),D(2),D(5),D(6) compared with the old frame depicted in Figure 4.5. The
final result, namely, the new CRC code is:

CRChew = X (n) = 02555 BB661

The testbench waveform of the fast CRC update is depicted in Figure 4.12. First of
all, the first 28 bytes of the frame (from D(0) to D(6)) are calculated through parallel
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Figure 4.11: The testbench waveform for the parallel CRC calculation of the new frame.

calculation of CRC, subsequently, X (7) is obtained and applied to Equation (4.1) and
the new CRC code is obtained in one step update as demonstrated in Figure 4.12. It
shows the same result as the parallel CRC calculation of the new frame depicted in
Figure 4.11:

CRCpew = 02555BB61

the same as the X (n) in Figure 4.11.

reset |

oldcrc 778413B2

xold A5C3295F

clock Ipo__Ipl__be)l__bEl_Ip@___IpEl__Ibel ] |
datain |D60A9451 ,A49E4BCD|4FECI0E1 | 1D3FB4EA ,58EDI0AF ,45AD2EDABOEAGBDT |

X_out | D0AO451 |424B465E |BSEBOFB, 11BF739A | BBSB6CEA 780242C4 |196548D2 |
X_ready | X(2) X(2) X(3) X(4) X(5) X(6) X(?t‘%
crenew  XXXXXXXX \555BB661

Figure 4.12: The testbench waveform for CRC fast update.

Synthesis, placement and routing are performed on the design for three building
blocks: 64 bytes, 594 bytes and 1518 bytes, respectively. The area utilization and the
performance from post place and route static timing report are demonstrated as follows:
With these results, the performance of the fast CRC update is evaluated as follows. For
the frame with the length 64 bytes, 594 bytes and 1518 bytes, the time utilized to obtain
the CRC code is compared as demonstrated in Table 4.3. There is a great reduce of the
calculating time of the CRC. For larger frame size, the reduced ratio is very high.

In order to evaluate the throughput of CRC update, the way how frames with CRC
codes are transmitted is first analyzed. As depicted in Figure 4.13, the CRC code is
calculated while the frame is being transmitted. Serval delay elements (depicted in
grey and named T) are inserted in the data path in order to synchronize with the
CRC calculation so that the CRC code is transmitted exactly after the frame has been
transmitted. Therefore, the throughput of this block is highly depended on the time
consumed in CRC calculations. The shorter the CRC calculation time, the faster the
frame is transmitted.
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Speed

Processing

Technology Device Grade Units Utilization Performance
(F32)9 291 slices 121 MHZ
)Viiltti v200bg256 -6 (F3)42 241 glices 124 MHZ
(F32)373 299 slices 110 MHZ
(F32)9 283 slices 196 MHZ
éiﬁi [ 2206256 6 (FO)M2 239slices 236 MHZ
(F32)313 290 slices 217 MHZ

Table 4.4: Fast CRC update area and performance report for different processing unit.

Frame Clock cycle (clock rate) CRC calculation time comparisons
(bytes) | Parallel CRC CRC update | Parallel CRC | Fast update | Time reduced
64 16 (246 MHz) | 8 (196 MHz) | 65 ns 41 ns 36.9%
594 149 (246 MHz) | 8 (236 MHz) | 606 ns 34 ns 94.4%
1518 | 380 (246 MHz) | 8 (217 MHz) | 1545 ns 37 ns 97.6%

Table 4.5: Clock cycles and calculation time comparisons on different frame sizes.

Parallel CRC calculation
with fast CRC update

.
=

xXCcZ

—

|

Observe
Point

Figure 4.13: The block diagram for the transmission of the frame with CRC code.

If we assume that CRC is the only bottleneck of the whole system, and the trans-
mission speed is unlimited, we can estimate the maximum throughput that the parallel
calculation of CRC with CRC update can support. The observation of the throughput
is performed from the observe point depicted in Figure 4.13. The total throughput of
the CRC calculation with CRC update is estimated as follows. Assume that the three
processing units are only applied to their corresponding frame length, that is, 64 bytes,
594 bytes, 1518 bytes, respectively and the clock rates for these three circuits are ob-
tained from Table 4.3. For the 35% 64 bytes frame on the Internet, 8 cycles running at
196.85 MHz are needed. Therefore, the throughput for 64 bytes frame is:

(64 x 8) bits/(8 cycles/196 MHz) = 12.48 Gbps

Similarly, the throughput for 594-byte frame and 1518-byte frame can be calculated and
the results are listed in Table 4.3.
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frame length | frame clock | clock rate | calculation | throughput
(bytes) distribution | cycles | (MHz) time (ns) (Gbps)

64 35% 8 196 41 ns 12.48

594 11.5% 8 236 34 ns 139.79
1518 10% 8 217 37 ns 328.21

Table 4.6: CRC update throughput for 64 bytes, 594 bytes and 1518 bytes.

Therefore, the total throughput of the CRC parallel calculation with fast update
could be estimated as follows. For simplicity, assume that the rest of the frames other
than 64 bytes, 594 bytes, 1518 bytes still use parallel CRC calculation instead of using
fast update.

12.48 Gbps x 35% =  4.37
+ 139.79 Gbps x 11.5% =  16.07
1+ 32828 Gbps x 10% =  32.83
+  7.88Cbpsx435% =  3.43

Total 56.7 Gbps

This throughput is a rough estimation of the throughput that the parallel calculation
of CRC with fast CRC update can support. If the CRC fast update scheme is also
utilized to calculate CRC code of the frames other than 64 bytes, 594 bytes and 1518
bytes, the throughput could be much higher. Furthermore, if a simple pipeline is built
on parallel CRC and CRC update processing unit, one extra cycle can be saved, and the
throughput can be further improved. The estimated throughput of parallel CRC with
fast CRC update is compared with the other implementations, the result is depicted in
Figure 4.14.

Throughput(Mbps)

60000

50000 —

40000 —

30000 — |@Throughput(Mbps)|

20000 —

7880
10000 7708.64

2131.04 [ii]
337.95
0 == [

T
Serial 8 bits 16 bits 32 bits parallel CRC
with fast
update

Number of bits processed per clock cycle

Figure 4.14: Throughput comparison between parallel and CRC fast update.

Therefore, if the other bottlenecks are excluded and the transmission speeds are
assumed to be unlimited, the parallel calculation of CRC with CRC update can reach
a throughput of 56.7 Gbps, which is ample to meet the requirement of the transmission
speeds, for example, the trends for 40 Gbps Ethernet. Actually, the throughput is only a
theoretical estimation, the real throughput still can not reach that high considering the
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other bottlenecks. However, with this design, it is obvious that CRC calculation will no
longer be considered as a bottleneck for the TCP /IP processing.

The CRC update implementation offers several additional advantages. Since only
28 bytes data plus 8 bytes original CRC code and intermediate states are needed to be
copied and sent to calculate the new CRC instead of the total data message which may
have hundreds of bits. The time used for copying data, and the buffer used to store the
to be calculated data are reduced. Furthermore, only 8 cycles are required to obtain
the new CRC, the corresponding power consumption is also reduced compared with the
CRC recalculation of the overall frame. A disadvantage is that some extra buffer may
be needed to store the intermediate state X (7), or X(h-(n-7)), and the old CRC code.
The entry also need to point to the frame body which may be stored in the main buffer
of the system. The buffer can be located on the data link layer and do not need to pass
on to the upper layers. And thanks to the modern techniques for memory, a buffer with
64-byte entries is not an expensive implementation. It is a small sacrifice compared with
the great throughput.

In summary, the fast CRC update scheme can dramatically increase the throughput
of the CRC recalculation. Furthermore, it is suggested in [8] that it is not necessary
to check the CRC at every routing node. The low error probabilities of the modern
high speed network make it possible to only update the CRC code during forwarding
and verify the CRC code only at the destination. Another suggestion to reduce the
complexity of CRC update is to calculate the CRC code from the least significant bit of
the frame so that the position of the possible changed fields in the frame are independent
of the frame length. Consequently, the F' matrix in calculation is fixed and the number
of ones in the F' matrix will be smaller. Therefore, the total complexity of the design
could be minimized and the circuit may be faster.

The advantage of implementing the CRC parallel calculation as well as the CRC fast
update scheme in FPGAs is that these two design can be applied to any other CRC
algorithm such as CRC-16, CRC-8, and for other protocols and applications. The Only
change is to specify the different generator polynomial and the number of bits in parallel
calculation, w. Consequently, the F' matrix can be precalculated in order for further
usage. And the FPGAs can be reconfigured to adapt to these changes. Furthermore, the
fast CRC update scheme is not only suitable for Ethernet, but also hold true for other
protocols such as ATM (ALL-5 frames). And the fast CRC update may have a broader
usage because of the wide utilizations of the CRC error detecting techniques.

4.4 Network Address Translation

As discussed in Section 3.1 and Section 3.5, among the functions involved in network
address translation (NAT), NAT table lookup is a main function that need to be per-
formed at wire speeds. NAT table contains 5 fields, namely, the private IP address and
port number, the public address and port number, and protocol. Totally, 104 bits are
required for each entry. Furthermore, the total number of entries could be about sev-
eral hundreds or one thousands. This number compared with the number of entries in
the routing table is much smaller. Therefore, it is possible to store the NAT table in a
Content Addressable Memory (NAT)to facilitate the lookups.
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Private Network Public Network
Protocol
IP Address Port Number IP Address Port Number
192.168.0.2 1024 130.161.66.1 55001 TCP
192.168.0.5 80 130.161.66.1 55002 UDP
192.168.0.5 8080 130.161.66.2 55003 TCP
192.168.0.3 1723 130.161.66.1 55004 UDP
192.168.0.4 23 130.161.66.3 55005 TCP

Figure 4.15: NAT table

CAMs are specialized memory devices that permit rapid and massively parallel
searches. In a search, all data stored in the memory is simultaneously compared to
the search key during one clock cycle. The output is the index of the matched entry.
If there is no match, the output is all 0s. CAMs can be implemented using Xilinx Vir-
tex Block RAM[1]. The block SelectRAM memory is built into the Virtex devices and
can be utilized as a 16-word deep by 8-bit wide (16 x 8) CAM. Furthermore, we can
extend the size of CAMs by cascading serval block SelectRAMs. The CAM16 x 8 Macro
implemented by Xilinx Virtex Block RAM is depicted in Figure 4.16.

DATA_WRITE[7:0] Write Port (A)

ADDR[3:0]
ERASE_WRITE
ENABLE_WRITE
CLK_WRITE

DATA_MATCH[7:0]
MATCH_ENABLE
MATCH_RST

Read Port (B)

CLK_MATCH MATCH[15:0]

Figure 4.16: CAM 16 x 8 Macro.

The data width of the memory (DATA_WRITE[7:0]) and search key
(DATA_MATCH]7:0]) are both 8 bits. The length of the address (ADDRI[3:0]) is
4-bit, that is, there are 2* = 16 entries in each CAM Macro. The output of the Macro
is the decoded address of the matched entry. The decoded address is achieved by
converting the 4-bit address to a 16-bit bit-vector. For instance, if there is a matched
entry at the address “0010”, the decoded address output is “0000000000000100”. A
decoded address output allows multiple matched entries. For example, the matched
entries could be found in serval locations in the CAM. The output “0000000000001100”
means that the matched entries are found at address “0010” and “0011”.

As can be observed in Figure 3.22 and Figure 3.23, the table lookup should be
performed in two directions, one for outgoing packets and one for incoming packets.
Each search entries has 56 bits (32 bits IP address + 16 bits port number + 8 bits
protocol), and each entry is mutually exclusive. We cascade 7 CAM 16 x 8 Macros to
build a CAM 16 x 56 Block. Furthermore, we use two CAM 16 x 56 blocks, one stores
the IP address and port number at the Private network side, and the other stores the
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IP address and port number at the public network side.

[55:48]

CAM(16*8) Match[15:0]

CAM(16*8)

[39:32]
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[31:24] Match{15:0]
CAM(16°8)
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Match[15:0]
CAM(16*8) 7

Match[15:0]

CAM(16+8) L
Match[15:0]

Data Match[55:0] Match[15:0]

Match[15:0]

Clock Match

Figure 4.17: Cascaded CAM 16 x 56 Block.

Figure 4.17 depicts the block diagram of CAM 16 x 56, the 56-bit search entry is
divided into seven 8-bit small search entries, and the matched entry will be searched
in each CAM16 x 8 block according to the 8-bit small search entry. Finally, the seven
outputs, namely, the match signals will be anded to determine the final decoded address
of the matched entry. If the output is all 0s, there is no matched entry found, therefore,
we need to add a new entry into the next free location in the CAM memory block.

A testbench has been generated to verify the functionality of the 56-bit CAM table
lookup. The waveform is depicted in Appendix C. “data_in” is the 56-bit input data,
either for data matching or for data writing. The“addr” signal specifies the address
when write memory is enabled, otherwise, it remains zero. “write_enable” invokes a
write operation, which will take for 2 cycles and write the data specified in “data_in”
to the address specified in the signal “addr”. Signal “match_enable” invokes a data
matching operation, which will find the data entry for the data specified in “data_in”. If
there is a matching, the address of that entry is outputted at “match_addr”, and together
with a ‘1’ at the “match_ok” signal output.

The synthesis, placement and routing are performed by Xilinx ISE on the imple-
mented 16 CAM block. And the area and performance are reported as follows.

Technology Device Xilinx ISE

Utilization Performance

Virtex v300bg352-6 69 slices 53 MHz
Virtex I1 2v250fg256-6 66 slices 101 MHz

Table 4.7: 16 x 56 CAM block, utilization and performance report.
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The performance of CAM using Virtex block SelectRAM can be evaluated as follows.
We take the clock rate for Virtex II as an example. The clock rate is 101.28 MHz. For
a match operation only one clock cycle is needed, and a write operation takes two clock
cycles. For only data matching, the throughput of the design is 101.28M packets per
second, this searching speed is sufficient for the wire speeds provided, nowadays. With
these 16 x56 CAM blocks, we can cascade more CAM Macros to increase the total number
of entries. With the development of Xilinx Virtex series, it is possible to implement the
56-bit CAM with hundreds of entries. The number of entries is sufficient for a middle-
size networks with hundreds of or several thousands of computers considering that not
all the computers need to access the Internet at the same time.

Network address translation is one of the network services that are required to be
supported by interconnecting devices such as routers. But it is not necessarily the must.
Therefore, it is very intriguing to implement NAT in FPGAs, normally, FPGAs can be
configured to perform other operations. If the NAT operation is required, FPGAs can
be reconfigured to fulfil the NAT operations. This is a good example that designing
TCP/IP functions in FPGAs can encompass both the high processing speeds and the
flexibility of FPGAs to support a wide range of protocols and network services.

The same scheme is also suitable to the implementation of Address Request Protocol
(ARP). As described in Section 2.2, ARP can also maintain a lookup table for the IP
address to the Ethernet address mapping. Compared with the NAT, the table is smaller,
80-bit (48-bit Ethernet address + 32-bit IP address) entries are required.

4.5 Conclusions

In this chapter, the implementation details of the selected TCP/IP functions were dis-
cussed. The simulation results were given in waveforms and the synthesis results for
different FPGAs were demonstrated and compared in tables. The performance of fast
CRC update was compared with the CRC calculation as well. The NAT table lookup
functions based on the use of the Xilinx on-chip block SelectRAMs as content addressable
memories (CAMs) was explained. The CAMs were designed to store the NAT tables.



Conclusions

n this thesis, we described the design of several TCP/IP functions to eliminate the
I possible bottlenecks for metwork processing and to offload the processing tasks from

the general-purpose processors (GPPs). Field-programmable gate arrays (FPGAs),
as programmable hardware devices, have been selected as the target design platform.
TCP/IP processing functions were surveyed and categorized into the micro-level func-
tions. Furthermore, network services, such as network address translation, firewall,
which may consist of several micro-level functions, were presented. Micro-level functions
are those functions that need to be run over every packet, thus need to be performed
at wire speeds. Since some of these functions are computationally intensive, there
may be some processing bottlenecks. Therefore, the profiling information for these
functions were studied, and the possible critical paths were identified as the candidates
for acceleration. Checksum and cyclic redundancy check (CRC) were selected as the
computational intensive micro-level functions to be designed. And the table lookup were
selected as a critical factor in network address translation (NAT) to be implemented.
In checksum calculation, two 16-bit one’s complement carry lookahead adders were
designed to calculate the checksum. The first adder calculates the addition of half of the
32-bit data fields. The addition results were added together using an additional one’s
complement adder and the checksum was obtained by inverting the final result. In the
parallel calculation of CRC, calculations based on different parallel multiple input bits
were implemented and compared. 32-bit parallel input was selected as the final design due
to its high throughput. And it was proved that the implementation of 82-bit parallel input
can still fit those data with the lengths which are not the multiple of 32. Furthermore, a
novel CRC fast update scheme has been proposed based on the observation that when a
packet is forwarded by the routers, only a number of bits residing in the first 28 bytes of
the Ethernet frame are changed and the rest remain intact. CRC fast update is designed
to only calculate the changed 28 bytes using parallel CRC calculation and perform a
single update step afterwards. For some selected fized length frames, the number of
cycles needed to obtain the new CRC code is 8. For variable length frames, the number
of cycles are also reduced to a smaller number. Accordingly, the throughput of the CRC
circuit can be largely increased. The CRC update scheme also provides advantages such
as less power consumption and the reduced time used for data moving, etc. Finally, the
NAT table lookup functions are implemented using Xilinx block SelectRAMs as Content
addressable Memories (CAMs).

This chapter is organized as follows. Section 5.1 gives a summary for the thesis.

Section 5.2 addresses the main contributions of this thesis. Section 5.3 provides future
research directions.
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5.1 Summary

In Chapter 2, the general topics of TCP/IP protocol suite was first presented. The
TCP/IP model, as a practical model for our thesis was illustrated and its five layers
and protocols on each layer were discussed. Subsequently, the addressing, as a key issue
in networking, was introduced. There are three different addresses: Ethernet address,
IP address and port number and they span on different layers and take care different
functionalities. Subsequently, we investigated the processing functions in the TCP/IP
protocol stack and focused on the data plane, which requires processing at wire speeds.
Micro-level functions were summarized, and network services built upon these micro-
level functions were identified. Finally, the design tools and methodology were further
described.

In Chapter 3, the selection of the performance-critical functions was described. Three
functions have been selected to implement in FPGAs. The theory of selected TCP/IP
functions was discussed in detail. For checksum calculation, the theory is based on the
one’s complement addition, and thus the 16-bit one’s complement carry lookahead adder
is designed to perform the calculation of checksum. The theory of CRC calculation
is based on the modulo 2 arithmetic. The LFSR (Linear Forward Shift Register) was
designed as the fundamental blocks in both serial and parallel CRC calculation. The
parallel calculation of CRC was based on a recursive equation Equation (3.27) that is
derived from LFSR. Furthermore, a novel fast CRC update method was introduced and
its performance was evaluated. Finally, we presented the network address translation
(NAT) service, and its main operation, the NAT table lookup.

In Chapter 4, the implementation details of the selected TCP/IP functions were
discussed. The simulation results were given in waveforms and the synthesis results for
different FPGAs were demonstrated and compared in tables. The performance of fast
CRC update was compared with the CRC calculation as well. The NAT table lookup
functions based on the use of the Xilinx on-chip block SelectRAMs as content addressable
memories (CAMs) was explained. The CAMs were designed to store the NAT tables.

5.2 Main Contributions
The main contributions of this thesis are highlighted in the following.

1. The TCP/IP processing functions have been highlighted. Micro-level functions,
which are performed over most of the packets passing through, were identified. The
profiling of the micro-level functions were further investigated and we determined
that checksum and CRC calculation are most computationally intensive functions.

2. For checksum calculation, the processing speed can reach 3.712 Gbps, in order to
meet current trend of network speeds, more checksum adders can be implemented
in parallel to perform the calculations. Pipelined checksum calculation can be also
implemented to improve the performance. Furthermore, incremental checksum
calculation can be implemented based on the 16-bit one’s complement adder.
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3. The throughput of the parallel calculation of CRC can reach 6.4 Gbps. A more
efficient CRC update scheme was proposed. With this scheme, a throughput up
to 50 Gbps can be achieved. Furthermore, since the CRC update only need to
calculate the first 28 bytes of the frame, if 4 bytes old CRC code as well as the 4
bytes intermediate register states are included, totally, only 36 bytes of data need
to be send to the CRC calculation units to be processed. The power consumption
of the proposed design is much smaller since the reduced number of bits that is to
be processed. The time costed in data moving is also reduces.

4. A network service called network address translation (NAT) was presented. The
main operation in NAT was the table lookup. A novel method that utilize the
Xilinx Virtex block SelectRAMs as content addressable memories (CAMs) has
been developed to facilitate the table lookup.

5. With above designed incremental checksum update, CRC fast update, and other
non time-critical micro-level functions, NAT operations on the data plane can be
fully offloaded from GPPs to FPGAs.

5.3 Future Research Directions

In this thesis, three TCP/IP functions have been designed and implemented in FPGAs.
In order to integrate these functions into the whole network processing system within
the interconnecting devices, future work could be done in the following fields.

1. Real hardware implementations and measurements: In this thesis, three
TCP/IP functions are designed. Synthesis and place&route are performed. Finally,
bitstream files of the designs are obtained by the implementation tools. Therefore,
future work can be performed in downloading these bitstream files into real FP-
GAs to measure the actual delay and performance as well as to verify the real
functionalities.

2. Checksum: Our checksum calculation is based on the 16-bit one’s complement
adders. The current design can only support throughput up to 3.7 Gbps. That is
not fast enough to meet the future network speeds. Further efforts can be made
to design a faster 16-bit one’s complement adder, and a more complicated pipeline
implementation can be designed to improve the performance.

3. Cyclic redundancy check: The parallel calculation of CRC-32 and its fast up-
date are implemented. The performance can meet both the current and the future
network speeds. The future work that need to be completed is as follows.

e Queuing and Scheduling: The design of the fast CRC update introduced a
special buffer for storing the old CRC and the intermediate register states.
Therefore, a good queuing and scheduling mechanism must be designed to
incorporate the special buffer with the queue which is used to store packets.

e Control plane tasks: Control plane tasks should be updated to incorporate the
queuing and scheduling functions in order to integrate the designed functions
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into the whole system. Control plane tasks should also be able to recognize
the changed fields in the packet in order to decide how many bytes need to
be calculated in parallel calculation of CRC before performing fast update.
Furthermore, some control plane tasks can be developed in cooperation with
the designed functions to provide flexibility. For example, the parallel calcu-
lation of CRC-32 is implemented, the design can also applicable to the other
CRC algorithms in case they are needed. Therefore, the F' matrix can be
pre-calculated and the corresponding designs can be configured into FPGAs,
this task can be accomplished by some control plane tasks running at the
general-purpose processors.

4. Network address translation: NAT table lookup using Virtex on-chip block
SelectRAMs has been implemented. As discussed in Section 5.2, table lookup
is a main operation of network address translation. The other functions like data
parsing, checksum updating, CRC updating can be further implemented in FPGAs
so that the total operations in data plane of NAT service can be integrated in an
FPGA. As a result, the data processing workload of NAT can be fully offloaded
from general-purpose processors (GPPs). GPPs can only take charge of the control
tasks such as time counting to update NAT table, public IP address allocations,
and etc.

5. More data plane functions: Functions running on the data plane can be further
investigated and implemented. The function classification, for example, is widely
utilized by modern network devices to provide advanced service like QoS.
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F32 matrix for CRC-32

number
of ones
per row

F32 matrix

13
14
14
14
15
13
13
13
14
14
12
12
12
13
14
14
15
15
16
17
17
17
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13
16
15
15
17
15
16
13
13

11111011100000001000101100100000
011111011100000001000101100100060
10111110111000000010001011001000
010111110111000000010001011001060
00101111101110000000100010110010
10010111110111000000010001011001
10110000011011101000100100001100
010110000011011101000100100001160
10101100000110111010001001000011
10101101100011010101101000000001
10101101010001100010011000100000
010101101010001100010011000100060
001010110101000110001001100010060
10010101101010001100010011000100
11001010110101000110001001100010
01100101011010100011000100110001
010010010011010110010011101110060
00100100100110101100100111011100
10010010010011010110010011101110
11001001001001101011001001110111
10011111000100111101001000011011
10110100000010010110001000101101
001000011000010000111010001101160
10010000110000100001110100011011
00110011111000011000010110101101
01100010011100000100100111110110
00110001001110000010010011111011
11100011000111001001100101011101
10001010000011101100011110001110
11000101000001110110001111000111
00011001000000110011101011000011
11110111000000010001011001000001

Total:

452
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APPENDIX A. F32 MATRIX FOR CRC-32




Proof of Equation (3.23)
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Fis a 32 x 32 matrix and G is a 32 x 1 vector. We have,
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where x denotes either ‘1’ or ‘0’, the value is not important in the proof. And we get

o o o0 --- 0

o o o0 --- 0

[F-1G .- FG G] = LUy X
- 1 0 0

0 1 0

0 0 0 - 1|
1 columns
[Fi1G ... FG @] is a m x i matrix, and its lower part is a i x i identity matrix,

therefore,

[F1G -+ FG GIU0)...UGE—1)]" = [0...0, U(0)...U@GE—1)]"

m-1 )




16 x 56 CAM Waveform

Please refer to the next page.
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