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Abstract

Network processors (NPs) are designed to provide both per-
formance and flexibility through the implementation of both
parallel and programmable architectures. Typically, such
processors encompass a parallel processor core with severa
memories and specialized co-processors. A common task per-
formed by such processors is packet processing that is both
complex and highly repetitive. Consequently, the challerg
is to define an on-chip network processor architecture thats
capable of meeting the performance requirements of packet
processing. With the current technological advances, it isx-
pected that many (network) processor cores are to be incor-
porated onto the same chip to perform packet processing for
which an efficient configuration must be determined. In this
paper, we propose a general framework for analyzing the per-
formance of a network processor that consists of an (on-chjp
network of NPs. For this purpose, we utilize queuing theory
model the proposed network processor and analyze it. More
specifically, the Jackson network model is utilized to repreent
our network processor. The simulation results show that the
proposed network processor is able to improve the response
time and throughput when compared to a more traditional
network processor.

Keywords: Network processors, queuing theory, Jack-
son network, bandwidth limitation

1 Introducion

The bandwidth growth of networks increased almost ex-
ponentially in the past couple of years and is expected to
continue for years to come. This has been fueled by new
emerging technologies that are capable of achieving higher
bandwidths. Consequently, new applications are being de-
veloped that take advantage of the new capabilities. In turn
more consumers are starting to use these applications and
thereby increasing the demand for higher bandwidth. The
bandwidth growth and applications variety fueled the need
for high performance network processors; network proces-
sors combine the flexibility of the general-purpose proces-
sors with high performance of the application-specificinte
grated circuits (ASICs). The type of processing in network
processors is different from processors found in servets an
workstations. Typically, a network processor comprises a
parallel programmable processor core with a nhumber of

memory interfaces and special co-processors that are op-
timized for packet processing [1][2][4].

The packet processing tasks have specific require-
ments in of response time and throughput. A challenging
issue in packet processing is: how to determine whether a
certain NP architecture or an array of NP architectures are
able to meet requirements. A well-accepted approach to
investigate the mentioned issue is to utilize performance
modeling and analysis that provide quantitative results.
Most NP vendors provide development tool sets (including
simulators) that can be used to estimate the performance
of NPs. However, most simulators perform the perfor-
mance analysis after the NP is designed and implemented.
It should be noted, designing an NP is time consuming and
the simulators are tailored towards specific NPs. To over-
come these limitations, we conduct performance modeling
and analysis using queuing theory and Jackson network
models. There has been no other work in network proces-
sor performance modeling that use open queuing theory.
Traditionally, queuing network analysis is a valuable tool
for modeling and determining the performance and oper-
ating characteristics of computing system and communica-
tion networks [1][3]. In this paper, we propose to utilize th
Jackson network to derive a model for the NP architecture.
We investigate and analyze the model, consider it in an on-
chip environment, and show that the proposed architecture
decreases response time and increases the throughput when
compared to traditional network processor architectures.

The paper is organized as follows. Section Il presents
related work. Section Il describes a summary of Jackson
models. Sections IV describes the model for NP architec-
tures. Section V explains simulation results of the model.
Section VI presents the overall conclusions.

2 Related Work

In this section, we present different efforts by researsher
in design space exploration and performance modeling us-
ing close queuing in the network processing area. In [7],
the StepNP is introduced an exploratory network processor
simulation environment for exploring applications, multi
processor network processing architecture, and system on
chip (SOC) tools. The StepNP is modeled at the functional



and transaction level and not at cycle accurate level. In
[8], queuing model analysis is presented as a valuable tool
for investigation the performance and operating character
istic of communication networks and computer systems. In
[6], J. Lu et al., proposed performance analysis of network
processor-based application design using a close queuing
model and MVA algorithm. Our model describes NP ar-
chitectures based on open queuing technique and Jackson
model and operates at system level.

3 Queuing Network and Jackson Model

In this section, we present the concepts of a network of
gueues and the Jackson model. In the queuing network
analysis, it is possible to determine the performance and
operating characteristics of real-world systems, such as
communication systems, computer networks, and numer-
ous other applications. A queuing network comprises a col-
lection of interconnected queues that are served by single
or multiple servers. Items arriving at the network request
a service from one or more servers and may leave the net-
work afterwards [3]. A Jackson network consists of M in-
terconnected queues (with their own servers) - also called
nodes - that satisfy the following conditions:

1. Items arrive from outside the system according to the
Poisson process with are rate Items may also arrive
from other nodes within the network.

2. The servers act as Poisson processes with exponen-
tially distributed service times with service ratgfor
node;.

3. ltems leaving node have a probability op;; to be
routed to nodej. Therefore, the probability that an
item will leave the network i — Zj]\il Dij-

4. The utilization of all nodes is less than one.

The arrival rate); at each nodeéis (from both internal and
external sources):

M
i =s; +iji/\j,i =1,.. M

j=1
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In this equationsg; represents the external arrival rate
at each nodey;; represents the routing probability between
nodesj andsi, and; represents the arrival rate at nofde
For each network, we have M arrival equations forming a
linear system that can be solved. For networks that satisfy
the above mentioned conditions, Jackson [5] proved that
when in equilibrium the nodes can be treated\agM /1
gueuing networks with an arrival rafg and service rate
;. In the Jackson network, important parameters are: the
mean number of items (mean queue length) and mean res-
ident time (response time) [5][9]. The mean number of

items in each serveris:
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The total mean number of items in the network is:
M
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The mean resident tinig; (response time) of an item in the
network is:

M M

Nﬁl Pi 712 )\1
)\_)\izll_Pi_)\izlﬂi_/\i

T, =

(4)

4 NP Core Architecture

In this section, we present the simple abstract NP model
and an NP architecture model. Subsequently, we apply the
model to on-chip environments.

4.1 Simple Abstract NP Model

The processing within a network processor can be concep-
tually subdivided into two planes, namely the data plane
and the control plane. They differ in the manner and speed.
In the data plane, simple and highly repetitive tasks are be-
ing performed. The majority of packets are being processed
in this plane of the NP. In the control plane, so-called con-
trol packets are handled that require more complex opera-
tions in their handling. A simple view of both planes in this
simple abstract NP model is depicted in Figure 1(A).
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Figure 1. NP model. (A) Simple abstract NP model. (B)
Simple abstract NP queuing model.

Based on the abstract NP model, we can derive a
gueuing model with the mapping of each plane to a sep-
arate queue. The resulting queuing model is depicted in
Figure 1(B). We call this model the Abstract NP Queu-
ing (ANPQ) model. In this figure, tha,; and ., are the
arrival rate and the service rate in the data plane, respec-
tively. A, andpu. are the arrival rate and the service rate in
the control plane, respectively. Some packets are sen¢to th
control plane and after the processing are forwarded to the
data plane to complete the processing. Therefore, the con-
trol plane processing unit receives a flow with arrival rate
(1 — p)Aq from data plane processing unit and then sends



it to data plane processing unit. The incoming flow to sec-
ond data plane processing unit are of two. Using Eq. 4, the
response timé’; in the ANPQ model is as follows:

. l Ad PAd (1 _p))‘d _
TS*A (ud—)\d 1d — DPAd Mc—(l—P)/\d>7
( . P (1-p)
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In this equation, the first line is extracted based on the-Jack
son theorem and represents the arrival rate of the overall
system which it can be simplified to the second line of the
equation. It should be noted that in the ANPQ overall sys-
tem arrival rate\ is equal to\; (A = Ay).

4.2 Model of an On-chip NP Architecture

In the previous section, we have introduced the simple ab-
stract queuing model that perceives the processing within
an NP being separated into two planes. However, this
model is no longer adequate in current NP chips as addi-
tional processor cores are being added to further improve
processing speed. Therefore, we introduce the general NP
architecture model (depicted in Figure 2) to reflect this re-
ality. We intend to use this model to predict and investigate
response times, throughput, and other metrics within these
modern NP chips.
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Figure 2. Model of a single chip NP.

The model depicted in Figure 2 comprises several
cores that can be perceived as stand-alone NPs by them-
selves. Therefore, we refer to them in the remainder of this
paper as NPs. In this model, we additionally assume that
the master NP (NP1) can perform operations from both the
data and the control plane. In case it cannot handle the in-
coming rate in the data plane (whéfi is larger than the
service of the master NP), slave NPs are to assist in the
processing. This decision is made at the ‘high-speed net-
work interface’. In Figure 2, the D and P1 elements are
data plane processing units and C control plane process-
ing unit within the master-NP. The input packet stream
is distributed over different slave-NPs and the master-NP.

pa; (with ¢ > 1) represents the forward routing probabili-
ties inside the model from the network interface and they
are independent of internal probabilitiegy and1 — pgo

in the control and data planes in the master-)NP(with 4

> 1) represents the backward routing probabilities. We use
the Jackson theorem and write the arrival equations for the
model as follows:

Apy = PdoAd Ae = (1 — pao)Ad

Ad = 51pa1 + A2p2d + Azpsd + ... + AnPnd
A2 = S1pa2 +S2 A3 = Sipaz + S3
........................ An = S1pan + Sn

(6)

The simplified form of Eq. 6 is given in the following:

Ad = S1par + Do (S1pdi + Si) pia =
St (pa1 + Y i—o PdiPid) + D reo SiDid
Ai = S1pai +S;, 1 =2..n

A1 =paora  Ae = (1 = pao)Aa
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The mean response time for the model is:
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In Eq. 7, the value opy; is computed based on pro-
portional allocation using Eq. 9. In proportional allocet;
each slave-NP has ‘vacant’ capacity)( the value ofpy;
is estimated from the unallocated capacity divided by the
summation of all unallocated capacities for all the slave-
NPs.

1=2

v;
it vi
It should be noted that the slave-NPs with larger unallo-

cated capacity values are the best candidates. In this model

the value ofp,9 shows the rate of control plane processing
and it indirectly depends on the valuegf.

Pdi = )

4.3 Real Environment Exploration

In this section, we investigate the model in real environ-
ment. Recently, hardware vendors have begun delivering
commodity NPs that again reflect Moore’s law-style scal-
ing with the parallelization gains coming from multi-core
architecture. Based on model characteristics, we can ob-
serve that the model can be applied to an on-chip environ-
ment. In this environment, all NPs are integrated using on-
chip technology with one NP core operating as the master-
NP and others as slave-NPs. In the model, the majority of
incoming packets were forwarded to the slave-NPs at the
network interface point without processing. The slave-NPs
process the received packets and send back the non-handled
packets to the master-NP. We want to investigate on-chip
NP architecture and therefore have modeled it. The model
gives us insights on how the architecture should be imple-
mented.



5 Simulation Results

In this section, we present the simulation results of the pro
posed model. The simulation results have been generated
using Maple v.10.0. Based on the general queuing model,
the following assumptions have been made:

1. Each NP is analyzed by (M/M/1) or (M/M/c) queuing
model where the incoming packets obeys the Poisson
distribution. Additionally, the service time distribu-
tion is exponential.

2. The inter-processor communication delay has been ig-
nored in the modeling phase because the communica-
tion line bandwidth is large. The related delay may be
added after the response time estimation.

3. In many cases, the average service rate is much greater
than the average arrival rate, in this case the waiting
gueue would not grow too long. If the input buffer is
reasonably large dropping packet is not an issue.

In this investigation, we assume a large pool of available
NPs (64 in this experiment) each having a random service
and arrival rate to ‘mimic’ reality as if they were are al-
ready in operation. Furthermore, out of this pool, the mas-
ter NP is allowed to choose up to 16 NPs as slave NPs to
assist itself in the processing of incoming packets. This
investigation is not intended to be realistic for curreai-d
processors, but instead we are trying to determine out of
two selection mechanisms which one is able to improve
the minimum response time and throughput. The model is
used as a vessel to achieve this determination as we expect
its importance will become evident when increasingly more
processor cores will fit on future chips. The first selection
mechanism is the first-in and first-out (FIFO) mechanism
that list all possible slave NPs and deciding which one to
use is solely based on which NP was entered first in the
list. This is a simple selection mechanism that should be
easy to implement, but will have some adverse effect on
the minimum response time and throughput as presented in
the following sections. The second selection mechanism
first determines for all NPs their largest difference betwee
their arrival rates and service rates and second chooses the
one with the largest difference to assist the master NP. This
mechanism is more complex as it requires almost continu-
ous monitoring, but it is expected to yield better results.

5.1 Minimum response time investigation

In this section, we investigate the minimum response time
of the proposed model depending on the two introduced se-
lection mechanism introduced in the previous section. Us-
ing the FIFO mechanism, the resulting response time and
arrival rate graphs with different number of slave-NPs are
depicted in Figure 3 (A).

We can observe that the best response time is achieved
when the number of processors is increased. The best re-
sponse time is achieved with 16 slave-NPs. N=1 shows the
response time of the ANPQ model. The arrival and service
rates distribution graph for the 16 selected slave-NPsfut o
64 NPs from processors pool is depicted in Figure 3 (B).

A limitation in the FIFO slave-NP selection mecha-
nism is unreliability. In other words, it randomly selects
slave-NPs from processors pool and when the difference
between service and arrival rates for some processors are
low, the overall system response time will increase. Based
on the Figure 3 (C), the response time of the model is de-
creased for N=2, N=4 and is increased for N=8 and N=16.
In this case, the graph of service and arrival rates differ-
ence based on the selection of 16 slave-NP out of 64 NP
in processors pool is depicted in Figure 3 (D). We can ob-
serve that the difference between service and arrival rates
are low for slave-NPs 7, 8 and 14, therefore, the response
time is increased when the number of slave-NPs are 8 or 16.
In other words, the FIFO slave-NP selection mechanism is
not a very useful mechanism. An alternative to modify the
FIFO slave-NPs selection mechanism is utilizing a thresh-
old value in the FIFO mechanism. In this threshold FIFO
mechanism, the processors with a lower difference than the
threshold value are not selected as slave-NPs. The thresh-
old value can be determined #s-eshold = 2. In this

equationk is the number of slave-NPs. The response time
and arrival rate graph is depicted in Figure 4.

From the Figure 4 (A), we can observe that the in-
creasing number of processor decrease the response time.
The model response time and arrival rate graph for NP with
largest difference between service and arrival rates mech-
anism is depicted in Figure 4 (C). Based on this figure,
we can observe that the lowest response time is generated
when the number of slave-NPs is 16. We have to note that
this number could be higher when more slave-NPs were al-
lowed to be chosen and when ‘les active’ NPs could still
be found. The arrival and service rate distribution based on
the 16 selected slave-NP out of 64 NP in processors pool is
depicted in Figure 4 (D).

5.2 Throughput investigation

In this section, the throughput of the model for differ-
ent configurations is presented. The results using the
threshold-FIFO mechanism is depicted in Figure 5. The
response time for different values of arrival rate and dif-
ferent number of slave-NPs with the backward probability
pia = 0.1 is depicted in Figure 5 (A). Based on the figure,
we can observe that the growth the number of slave-NPs in-
creases the stability of the model. In this case, the master-
NP service rate i20° item/sec, therefore, the arrival rate
of the ANPQ model can increase to the same value. Us-
ing this model, we can see the arrival rate of the system
increases up td * 10° items/sec an@.5 * 10° items/sec
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whenp;q = 0.1 andp;q = 0.001, respectively. The re-
sponse time and arrival rates graph for different number of
slave-NPs with the backward probability; = 0.001 is
depicted in Figure 5 (B).

The response time for different values of arrival rate
and different number of slave-NPs with the backward prob-
ability p;4 = 0.1 using processor selection based on the
largest difference between service and arrival rates mech-
anism is depicted in Figure 5 (C). Based on the figure, we
can observe that the growth the number of slave-NPs in-
crease the stability of the model. In this case, the master-
NP service rate i40° items/sec,therefore, the arrival rate
of the ANPQ model can increase to the same value. Using
the model, we can observe that the arrival rate of the system
increases up t6.5x 108 items/sec and1+10° items/sec for
the cases when thg; = 0.1 andp;; = 0.001, respectively.
Based on these figures, we can observe that the proces-
sor selection based on the largest difference between ser-
vice and arrival rates mechanism is more reliable than the
threshold-FIFO mechanism against bandwidth variation.

6 Conclusion

In this paper, we proposed an abstract model for network
processor as ANPQ using network of queues and open
gueues. Based on the model, we presented a model for NP
architectures. This model operates in parallel to prosesse
packets in network processing environments. Using the
Jackson model, we obtained the response time and through-
put of the model. We additionally presented two slave-NP
selection mechanisms to choose which NPs should corpo-
rate with the master-NP as slave-NPs. These mechanisms
were called ‘FIFO’ and ‘processor selection based on the
largest difference between service and arrival rate’. The
model has been tested for FIFO and processor selection
based on the largest difference between service and arrival
rate slave-NP allocation mechanisms.
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