

















Dynamically Adaptive Network Intrusion
Prevention Systems

e Insider attacks
e Understand behaviors,

Packe e focus at real time on “hot-
spots”

* Need to adapt to new threads
at Real Time

e There is industrial interest
(Fox-IT in Delft).

What Content

Used to be like this/

Now we have also these =

Skills in HW design, FPGAs, and/or SW programming.

e
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IP lookup and Packet Classification

NETWORK ROUTER

ﬁ,ﬁ incoming Forwarding Engine Switch Fabric
network
Network ﬁﬁ packets

NGB ) ) S, ) —
- - - <E - - Routing Table m “
S mESa 88 | e

/ l:ﬁ :> [ ] - send DOWN L

N 8 l ' .3 send RIGHT output

etwor £ network
o

‘ send LEFT h_:cn S Ll packets

Forwarding Engine

e Forwarding engines - Address Forwarding Engine
lookup

— Low latency

Forwarding Engine

— High throughput - Packet classification: Address

— Low memory size lookup in multiple fields:
— Scale in IPv6 — Destination IP
— Fast updates — Destination Port
e We have a new tree data structure — Source IP
Range Trie [filed for a patent] — Source Port
e Updates — Protocol

e Skills SW programming and/or HW

esion TUDelft
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General-Purpose Computing with
Reconfigurable Acceleration

e Accelerator architecture

— We build upon the
Set/Execute Molen
approach

e System environment

— We start with basic support
for interrupts, (shared)

memory management,

protection FPGA

i ) Multi- core |
e Programming environment Host node acceler

: ) ator
— We aim at system-call like

view on the accelerators for
the application programmers

e Compiler
— Gcc modified to

automatically insert the

stitch-code needed by the
SW/HW communication

_‘ Project funded by Google l_ TU Delft

Delft University of Technology




General-Purpose Computing with
Reconfigurable Acceleration

Main Memory

6.4
GBytes/sec

HT/ QPI FPGA

Multi- core Host node accelerator

Interrupt support

ACCELERATOR CORE

6.4
GBytes/sec

HT/ QP!

Page Walker

MOX>TIOM-—AZ—

Reconfiguration support

TUDelft

Delft University of Technology

' Project funded by Google




Automatic Design Space Exploration

Represent
Processors as
Chromosomes

Genetic Algorithms
parallelized over a cluster
automatically search for
good processor designs

Brain Multicore ¢
Implants Architectures

g

Tradeoffs

1 JUeliL
Ch rIStOS StrydIS C.StrVdiS@tUdelft.nl Delft University of Technology

Additional Contact Person:



mailto:C.Strydis@tudelft.nl

If you are interested in doing a MSc thesis with us

please talk to me and Georgi Gaydadjiev:
Office numbers: 15.310, 15.070

Or

Send us an email:
loannis Sourdis: sourdis@ce.et.tudelft.nl
Georgi Gaydadjiev: georgi@ce.et.tudelft.nl

]
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Hardware Scheduling of Reconfigurable Resources
Problem: ,
Time/Space Scheduling of [ Instraction ]< >P«f:rn«:-r:.q |

. Data M ontrolle
Reconfigurable resources d
by dedicated HW

GPP - MIPS |

Register

Bank

pIRQ/ pIRQ ack

plnstr

Expected solution:

( Reconfig. Unit )
* Extend the MOI.en paradigm Thread Interrupt pinstr_ Reconfigurable p-code Llr'nl: ]
towards dynamic resource State Controfler —_— Manager
management for RTOS and [TISC] 3
Multithreading applications. 71 @ﬂ ccu_3
) end_op
« Design a Hardware ; “MOLEN

Component, capable to L —— e 2 )

efficiently map N task over M Target applications: Multimedia (H.264)
hardware kernel (N>M). An

efficient policy should be Required Skills: VHDL, C coding, ModelSim,
introduced. Xilinx, FPGA knowledge.

T
@ Reconfigurable — G. Kuzmanov 'I(:;U Delft




Compact 3D-Audio Teleconferencing System

Problem:
Existing solutions require several PCs = expensive hardware + high energy

Expected solution:

» FPGA based design C
comprising: Wave Field o
Synthesis (WFS) Module | ®®
and a Beamforming (BF) >

a@
)

LAN/Internet
L

Module

Audio Processor
'y
e
3

2888888

“‘.
—>° Remote

Location B

* Interface to an array of |Remote
microphones and ana L°catonA
array of speakers

« A prototype design on
FPGA boards

Solid work and knowledge Required Skills: VHDL, C coding, ModelSim,
already exist in the CE. Xilinx, FPGA knowledge.

T
@ Reconfigurable — G. Kuzmanov '(I:;U Delft

Target applications: WFS + BF



Molen Processor Prototype on Altera NIOS Softcore

Problem:
Need HW and Compiler Support for Altera. | Main Memory |
Altera provide NIOS and no hard cores Y __ Datta
CE supports PowerPC and ARM only. Fetch Load/Store

Expected solution:

 Implement the Molen
Architectural Paradigm for
Altera/Nios

 Modify the existing GCC
backend compiler for NIOS

 Build a prototype system

Solid work and knowledge
already exist in the CE.

. !

é N DATA
ARBITER S ™  MEMORY

MUX/IiEMUX
N | ¢

. - \

Register File Core reconfigurable |
Processor microcode ccu

unit '

Exchange | N\ [ 7 | S™sgoooooe”
Registers | g > Reconfigurable Processor (RP)

Required Skills: VHDL, C coding, Compilers,
Xilinx, FPGA knowledge.

@ Reconfigurable — G. Kuzmanov '(I:;U Delft



PHILIPS

Visual Sensing for Responsive Environments
Project Proposals for Fontys

Harry Broers
harry.broers@philips.com
Philips Applied Technologies
www.apptech.philips.com
September 8, 2009



Vision

. .."'.,..l, -
L LI T T

mEp -
LR [

People living easily in digital environments in which
electronics is sensitive to people's needs, personalized to
their requirements, anticipatory of their behavior and

responsive to their presence.

September 07, 2009



Trend of passive devices to smart devices
and responsive environments

September 07, 2009 3



Visual Sensing Concept

Visual
Observation

—)

User Interaction « Context Awareness

Visual Sensing

* Image Processing

» Behavior Analysis

S

Anticipation

 Human visual system our most important sensor
 Visual observations contain huge amount of information
* Remote and unobtrusive way of sensing

September 07, 2009 4



Follow Me Illlumination

Camera system acquires top view images

Image processing to detect position of persons or objects

Application tracks moving persons or objects

Actuated spotlight or projector to illuminate area with person or object

September 07, 2009



Gesture Control

3D Camera

Interacti\‘ig

Display %, . '~"“--.‘.‘ Detection
"\ T ~ Space

Person

Camera system acquires 3D images

Image processing to detect people and their hands
Application interprets gestures

Display shows interactive content based on user intentions

September 07, 2009



Application Mapping to Embedded System

Obijective to map application to embedded system with small footprint
Selection and evaluation of embedded processing platform

Porting and optimization of algorithms to embedded platform
Application development and realization of demonstrator

September 07, 2009
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hArtes tool chain and TI Omap

e FP6 EU hArtes project
e Result: integrated tool chain for

multi-core heterogeneous platforms

HW platform:
| ARM+DSP+FPGA

Msc Topic : Extend the tool
chain to target also the
Texas Instruments Omap
DSP

Applications for validation:
— 3D audio
— H264

Prerequisites
— Good C,C++ knowledge

Contact: koen bertels
k.l.m.bertels@tudelft.nl



hArtes tool chain and Virtex/Altera

* FP6 EU hArtes project e Msc Topic : Extend the tool
. Resu.lt: integrated tool chain for chain to ta rget exclusively
multi-core heterogeneous platforms

Virtex and/or Altera FPGA’s
e Applications for validation:

HW platform: .
| ARM+DSP+FPGA  — 3Daudio
i — H264

* Prerequisites
— Good C,C++ knowledge

e Contact: koen bertels
k.l.m.bertels@tudelft.nl




hArtes tool chain and OpenCl

e FP6 EU hArtes project
e Result: integrated tool chain for

multi-core heterogeneous platforms

HW platform:
| ARM+DSP+FPGA

Msc Topic : Investigate the
possibilities of using openCl
as input language
(specification)
Applications for validation:
— 3D audio
— H264

Prerequisites
— Good C,C++ knowledge

Contact: koen bertels
k.l.m.bertels@tudelft.nl



FPGA vs GPU

Many applications require high
performance
FPGA and GPU (eg Nvidia) are
competing technologies
Example App domains

— Bio-informatics

— Image processing
Starting point :

— Molen machine

— hArtes Tool chain for mapping
apps on Molen platform

Msc Topic: take one
application and use both
FPGA and GPU to compare
performance, power
consumption, data
communication aspects

Prerequisites:
— Good C,C++ knowledge
— Willingness to learn CUDA

Contact: koen bertels
k.l.m.bertels@tudelft.nl



Acyclic Data-Flow Graph Extraction Tool

for C Applications

Problem:

Lack of a tool for the automatic extraction of acyclic data-flow graphs from

applications in C code.

Expected solution:

» Definition of a tool to
automatically extract the data-

flow graph from a generic
application in C.

» Automatically identification

and unrolling of the existing
loops.

e Interface with uDraw, a

simple  software for the
visualization of graphs.

*.C

Tool

N

Acyclic DFG

(Adjacency matrix,
etc.)

uDraw

X

Graphic
Representation

Target applications: Generic C application

Required Skills: C coding, basic FPGA

knowledge.

@ Reconfigurable — Carlo Galuzzi
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The MOLEN processor (Stephan Wong)

# MOLEN is a combination of a general-purpose processor (GPP) and a
reconfigurable hardware unit (RU) working as a co-processor

i
e

) | Main Memory |
MOLEN prototype implemented on: i
e Virtex II Pro L v
. Instruction Data Load/
o Virtex 4 Fetch Store
f |
Y Y
Application acceleration: » DATA
; . . ARBITER | MEMORY |
e Main application runs on GPP - MUX/DEMUX
e Kernels run on RHU I A
Yy v Y Y Y
Current work focuses on: Register File - . Core reconfigurable | |
i i icati rocessor | microcode <  CCU
e Multimedia appllgatlons : g i
e Network processing Exchange | _ | - b
¢ Scientific applications Registers > > Reconfigurable Unit

The MOLEN Architecture

MSc project(s): define and implement applications and kernels that can
take advantage of the MOLEN architecture

MSc project: extend the functionality and usability of the MOLEN
prototypes and implement those extensions, e.q., Virtex-5 and Virtex-6




The MOLEN concept on an AMD Opteron
HyperTransport platform

- mll ¥ HyperTransport technology is a high-speed, low latency, point-to-point link for fast
communication between processor(s) and peripheral devices, e.g., switches

HyperTransport removes bottleneck of:
e Latency
e Bandwidth

Applications for HyperTransport:

¢ Front-Side Bus replacement
Multiprocessor interconnect

Router or Switch Bus replacement
Co-processor interconnect

Add-on card connector (HTX and HTX3)

We have a running system to work on.....

MSc project: transplant MOLEN reconfigurable concepts on the HyperTransport

MSc project: utilize reconfigurable hardware attached to the HyperTransport to accelerate

multiple applications and the Linux operating system (e.g., OS scheduling techniques
and interruptible hardware)

MSc project: connect “reconfigurable hardware-enhanced via HyperTransport” computers
in @ networked environment to perform grid-like computing




Reconfigurable Co-operative Grid computing @

Grid computing is used to collect unused cycles of computers connected by means of a
network, to solve a problem requiring large processing powers or having extra large data sets

Grid with reconfigurable hardware: Issues:

¢ Adhoc nodes e Application mapping on FPGAs

e Node is a GPP e Application distribution

e Hybrid Node is GPP + FPGA ¢ Inter-node collaboration Reconfigurable Grid
¢ Intra-node collaboration

MSc project: investigate and implement scientific application acceleration on
reconfigurable grid nodes

MSc project: investigate and implement network protocols and their related hardware
to distribute “hardware designs”




The p-VEX Processor

¥ Open-source reconfigurable and extensible Very Long Instruction Word (VLIW)
processor framework to exploit Instruction Level Parallelism (ILP)

Based on the VLIW Example (VEX) ISA

e Scalable platform for embedded VLIW processors

e Software toolchain (compiler + simulator) available
e Custom operations supported

[ p-OPS definitions
< < Usage:
) D= e Stand-alone _
e —  EE— <= e As a co-processor in MOLEN
Memary Fech Decade Execile i Aamary 5 “'3
] B — |:> HP VEX compiler :{'} p-ASM assembler |:>
G saunce VEX assembly p=EX binary
-VEX .
P S =" Extension:
127 o5 6 3 0 e Assembler
syuafms | syuafmz | sylla::lﬂ | srl\aflcﬂ ( o VEX machina mods! < ° Peripherals
ALU, MEM) {ALU, MUL} ALU, MUL} ALU, CTRL) i EXten§Ibl|lty using .fmm
p-VEX Software Framework and File Preprocessing

p-VEX Block Diagram

MSc project: improve the performance of the p-VEX processor and related toolchain

MSc project: extend the functionality of the p-VEX processor to support reconfigurable
hardware - e.g., MOLEN p-VEX, parameterization of design characteristics, universal
binary code compatibility




Upgrading the p-VEX processor and required
1 1 development tool chain
]

o -

]
In the EU-funded ERA project, we envision a reconfigurable multi-core platform using
the reconfigurable and parameterized p-VEX as the main processing core

< oS defintions < Possible extensions: (each one could be a MSc project)
e Merge r-asm with the vex assembler
< L— -J L- ¢ Design back-end for GCC targeting the p-VEX

I:} HF VEX compiler :{) p-ASM assembler :r',
VEX assembly FVEX Binary

1r 1
< pVEX maching madel <

MSc project: Writing a GCC back-end targeting p-VEX core and bootstrapping GNU
binutils within the existing toolchain

MSc projects: Improving p-VEX by:
- redesigning execution units ALU, MUL, etc. taking area and performance into
account
- building support for handling interrupts or fault-tolerance
- investigating extensions needed for running OS on top of the p-VEX
- incorporating “out-of-order” execution on a VLIW processor

- Imbplementinga tloatina-noiNt sUubbort



Thanks......

For details contact

Dr. ir. Stephan Wong
Computer Engineering Lab

Homepage: http://ce.et.tudelft.nl/~stephan/

Email: J.5.5.M.Wong@tudelft.nl




Computation with Nano Devices

e Devices
» Single electron tunneling junctions
e Quantum cellular automata
* Resonant diodes
e Logic and arithmetic
» Threshold logic
» Electron counting
e Brownian motion

o Computation platforms
* Nano architecture
e Programming models

T
- %
@ Nano - Cotofana ZUDelft



MS Thesis Example

Investigate new algorithms and architectures for
SET based high order arithmetic operations.

General Methodology

 Assume a certain operation, e.g., square root
* Propose a data representation format

* Propose a new algorithm & architecture

e Evaluate performance

 Compare with state of the art

T
_ 3
@ Nano - Cotofana FUDelft



Variability/Reliability

* Predictable Calculation
« Unpredictable Devices
« CMOS
 Alternative Devices
o Computation Platforms
 Introspective Architecture
* Local Observation & Control
e Fault Tolerance & Self Repair
e Design Methodologies
e 3D Intergration

T
- 3
@ Nano - Cotofana ZUDelft



Design the Local Agent for the
CASTA Diva Architecture,
I.e., achieve dynamic clock scheduling.

Zero clock skew

Non-zero clock skew

JTAG

CLK

JTAG

CLK

<> <<
clock skew
Steps: Register
 Measure
o« Compare Test time: setup of LA & adapt for static variations
o Adapt Run time: observe & adapt for dynamic variations

Granularity of control can be flip-flop or register

@ Nano - Cotofana
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Embedded multi-core SoCs
MSc projects

Anca Molnos, Jude Ambrose, Kees Goossens, Sorin Cotofana

@ 14U Delft



Embedded multi-core platform

Platform requirements
e composability
e predictability (for real-time) @

* low energy consumption Operating system
Mix of real-time and non-real-time 777777777777777777777777777777777 . P ————

_ _ § roc Mem | . | Proc Mem
Multiple processor and memory tiles ; §

connected via an NoC
Light-weighted OS ‘
Xilinx FPGA prototype R B S

9 months assignment [ NoC }

Normally projects result in an international

conference paper ..

Internship in a company options; contact: k.g.w.goossens@tudelft.nl,
a.m.molnos@tudelft.nl

. . (‘
@ Multi-Core Architectures fUDelft
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Embedded multi-core design flow

Software flow Hardware flow

- Architect T Local Piog Local
Sequential (C) rchitecture J Mem & | Mem | |

application template
A4

Parallelize code
(compaan)

Tie 1 ( DMA )
) (
Architecture i

sizes, generation
Performance WETJJII (processor tiles,
_ analysis (SDF3) l Aethereal NoC
Run-time : , memory tiles)
management Task graph &
configuration {

HW configuration

SW code HW code

generation

Embedded
processor SW

LSW configuration

HW/SW FPGA
formats/data structures bitstream

tools/scripts

run-time module

. : 4
Multi-Core Architectures TUDelft

®



Research on multi-core architecture

) Local Local
architecture | | [Pee i) [P e
template |

[ | NoC | ]

* Investigate memory organization, sharing and arbitration in a
composable, predictable embedded multi-core.

 Problem: composability restricts memory sharing or involves potentially
expensive arbitration.

 Approach:
* Propose and investigate new shared memory organizations for MPSoC.

» Shared scratchpad, caches, ...
» Compare performance with existing, state-of-the-art memory hierarchies.
o Skills required:
 Read C, VHDL.
» Xilinx/FPGA experience is a plus.
» Collaboration with PhD student Andrew Nelson.

. . (‘
@ Multi-Core Architectures fUDelft




Embedded multi-core hardware design flow

Automatic generation of a multi-core platform with HW accelerators
(accelerate OS primitives or application tasks).

Architecture
sizes, generation

Performance uETJdli/l (processor tiles,
analysis (SDF3)

Problem: many embedded applications require high performance (e.g. video
coding); HW acceleration is a solution for high performance/high flexibility; our
current flow does not support hardware acceleration.

Approach:

» Applications are analyzed, and based on their requirements (performance,
energy consumption) are mapped in HW or SW.

 The automatic architecture generation will be extended to support HW
accelerators.

Skills required: C; scripting; VHDL; Xilinx/FPGA experience is a plus.
Collaboration with PhD student Pavel Zaykov.

. . 4
@ Multi-Core/Reconfigurable fUDelft



Research on performance-energy analysis and
optimization

 Run-time, composable, conservative, energy management for multi-core

* Problem: real-time design considers the
worst case application behavior, on average

Performance [RA resulting in platform over-dimensioning,
analysis (SDF3) leading to excessive power consumption.

 Approach:

« Model application, architecture and their binding as cyclo-static
dataflow graphs and define the s/ack.

- « Investigate siack management policies that lower the

processor voltage and frequency.

» Experimentally evaluate the cost, performance and energy
saving of the proposed solution.

« Skills required:
« C, scripting, read VHDL;
* Interest in formal models preferred.
» Scheduling policies and FPGA experience recommended.

) . p
@ Multi-Core Architectures TUDelft 10



Research on dynamic data loading on multi-core

 Run-time, composable, predictable, efficient loading of application data
and code on a processor tile, from an external support.

 Problem: local processor memories are typically too small to

accommodate the working set of all applications that run on a
processor tile.

 Approach:

 Define a dynamic code&data loading protocol; an application
ids separated into tasks and sections to load only the required
ata.

* Implement dynamic loading and evaluate its performance;
this will employ a hardware component to read and load the
application from an external drive or external memory.

o Skills required:

« C, VHDL

* OS knowledge and experience with FPGA recommended
e Collaboration with PostDoc Jude Ambrose

. . (‘
@ Multi-Core Architectures fUDelft



Research on automatic SW code generation

Tools for automatic transformation and generation of multi-core
software.

* Problem: in order to verify the applicability and performance of architectural
improvements, resource management, scheduling policies, etc, an application
benchmark is needed. Many application exist, however they are expressed in various
languages (sequential-C, EEMBC-format, etc); currently our platform supports only the
C-HEAP programming model.

 Approach:
SW code « Extend the existing operating systems and platform
generation to support other programming models than C-HEAP

» Automate the support for other programming models
(extend existing tools

» Skills required:

e C, scripting.

» Knowledge of parallel programming and operating systems is a plus.
e Collaboration with PhD student Ashkan B. Nejad.

. . (‘
@ Multi-Core Architectures fUDelft



Research on bridging abstraction levels in SoC debug

« When building a complex platform, being able to observe hardware

behavior and relate it to software code is crucial for reaching a correct
Implementation in short time.

 Approach: starting from low-level full-system simulation (possibly post-synthesis)

Iorocess the information and present it to the user with the friendliness of a high-
evel debug.

» Proof-of-concept already exists.
» Depending on progress, may extend to multi-core/memory consistency issues.

v
HW configuration
HW code
¥ I
Embedded
processor SW

LSW configuration

« Skills required:
» C, understanding of hardware.

« Recommended: (G)UI design and VHDL experience.
e Collaboration with PhD student Radu Stefan

T
. . 4
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Research on design space exploration for
scratchpad memories

o

Private

scratchpad

®

An investigation on the optimal scratchpad memory

size and its partitioning on a multiprocessor
platform.

We have heuristics being developed for single
rocessor systems and the student will work on
euristics for multiprocessor systems.

Skills required:
« C.
» knowledge of parallel programming.

collaboration with PostDoc Jude Ambrose and
Professor Ben Juurlink.

3
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